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Abstract. Guaranteeing the quality and integrity of structural health monitoring (SHM) data is very important for an effective
assessment of structural condition. However, sensory system may malfunction due to sensor fault or harsh operational
environment, resulting in multiple types of data anomaly existing in the measured data. Efficiently and automatically identifying
anomalies from the vast amounts of measured data is significant for assessing the structural conditions and early warning for
structural failure in SHM. The major challenges of current automated data anomaly detection methods are the imbalance of
dataset categories. In terms of the feature of actual anomalous data, this paper proposes a data anomaly detection method based
on data-level and deep learning technique for SHM of civil engineering structures. The proposed method consists of a data
balancing phase to prepare a comprehensive training dataset based on data-level technique, and an anomaly detection phase
based on a sophisticatedly designed network. The advanced densely connected convolutional network (DenseNet) and
Transformer encoder are embedded in the specific network to facilitate extraction of both detail and global features of response
data, and to establish the mapping between the highest level of abstractive features and data anomaly class. Numerical studies on
a steel frame model are conducted to evaluate the performance and noise immunity of using the proposed network for data
anomaly detection. The applicability of the proposed method for data anomaly classification is validated with the measured data
of a practical supertall structure. The proposed method presents a remarkable performance on data anomaly detection, which
reaches a 95.7% overall accuracy with practical engineering structural monitoring data, which demonstrates the effectiveness of
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data balancing and the robust classification capability of the proposed network.
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1. Introduction

In the past decades, numerous large-scale civil
infrastructures with great social value have been equipped
with comprehensive SHM systems for assisting the
condition evaluation and maintenance, and predicting the
remaining life of structures (Ni ef al. 2009, Chen et al.
2011, Cross et al. 2013, Xia et al. 2013). SHM systems
contain a variety of sensors to consciously measure the
structural behavior and the working ambient conditions,
which produce a large amount of data. Bao et al. (2019)
stated that engineers implement sense, evaluation, and
warning about the structural conditions in real time by
analyzing the representative features of the measured data.
Under this situation, guaranteeing the quality and integrity
of the measured data is the premise for grasping reliable
structural condition. However, due to system failures,
sensor faults, transmitting interference and environmental
effects, data anomaly is an inevitable issue that needs to be
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carefully addressed before data analysis and mining. As the
increase in the data size, that is generally few gigabits a day
for a SHM system, the development of an anomalous data
detection method that can automatically and timely detect
anomaly from large amounts of data is urgently required.
Discriminating the anomalous SHM data from normal
measurement is the first but the most important step in
exploring data anomaly. Kerschen et al. (2004) presented a
procedure based on principal component analysis (PCA)
theory to detect anomalies using principal angles
differences between reference data and objective data.
Abdelghani and Friswell (2004) wused the residuals
generated by the modal filtering and parity space approach
to detect data anomalies and demonstrated a good
performance. Thiyagarajan et al. (2017) used an
autoregressive integrated moving average (ARIMA) model
to detect anomalies. The data points outside of the 95%
confidence interval of the ARIMA forecasted data are
considered as anomalies. Kullaa (2013) used the minimum
mean square error (MMSE) to perform sensor fault
detection, identification and correction. Yuen and Mu
(2012) proposed a probabilistic method to detect outliers by
quantifying the probability of data points being outliers.
The probability of outlier for each data point can be
computed based on the posterior probability density
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function which is determined by the Bayes theorem. Yi et
al. (2016) used cumulative sum chart for the detection of
small but persistent shifts in the high-rate GPS carrier-phase
measurements and achieved encouraging experimental
results on a long-span bridge. Rabatel ez al. (2011) detected
monitoring data anomalies by comparing new patterns with
all patterns extracted from historical data that describe
normal behavior. Wan and Ni (2018) proposed a Bayesian
modeling approach with Gaussian processes for future
responses prediction and data anomaly detection. The
existing approaches for structural data anomaly detection
has achieved remarkable progress under specific conditions.
However, these methods may be inefficient when
processing large quantities of data, or detecting multiple
types of anomalies within one framework.

To improve the detection of complex anomaly patterns
from larger volume of SHM data, machine learning
techniques have been widely investigated recently.
Chenglin et al. (2011) employed chaos particle swarm
optimization algorithm and support vector machine (CPSO-
SVM) for fault diagnosis of sensors. It was validated that
CPSO-SVM recognized four faulted types of wireless
sensor with high accuracy. For the case of fewer faulty
sensors. Lo et al. (2015) introduced a Kalman filter-based
group test method for sensor fault detection, which
accurately detect various faults. Ibarguengoytia ef al. (2007)
proposed an algorithm based on Bayesian network for
intelligent sensor validation real time under working
environments. The algorithm utilized a Bayesian network,
which represents the dependencies and independencies
among all the sensors, for the fault detection by estimating
the value of a sensor with respect to the most related
variables. Arul and Kareem (2020) employed the shapelet
transform to search for the best shape-based feature
representation, and then the Euclidean distance between the
discovered shapelet and the time series in learning set was
used to train a random forest classifier for data anomaly
classification. The algorithm achieved a high overall
accuracy of 93% on the test data measured from a SHM
system installed on a large span bridge, but the performance
for some certain anomaly classes needs more improvement.
Deep learning, as a new advanced technique in machine
learning research, has attracted growing attention in data
anomaly detection. Smarsly and Law (2014) embedded a
multi-layer pre-trained artificial neural network (ANN) into
wireless sensor nodes of the SHM system for autonomous
detection and isolation. The validity of the method was
verified by identifying drift and bias faults. Fu ez al. (2019)
designed an ANN that trained by the data from faulty
sensors containing three categories of anomalies (spikes,
drift and bias). The trained ANN was tested with data
collected from Jindo Bridge, and a high overall accuracy in
identifying faulty sensors is achieved. Bao et al. (2018)
presented a deep neural network for automatic anomaly
detection based on computer vision and deep learning
techniques. The one-dimensional original time series
signals were converted into two-dimensional grayscale
images by sections, and each image was manually labeled.
This method achieved an 87% global accuracy rate in
classification of anomalies on one year data collected from

a long-span bridge. To further enrich the input information
and improve the detection capability in an existing study
Bao et al. (2018), Tang et al. (2019) visualized the data in
time and frequency domains respectively and fused those
two single channel images into a single dual-channel image.
The overall accuracy increased to 93.5%, which
demonstrates that the frequency information of data is
beneficial to anomaly detection. Furthermore, imbalanced
training dataset was found to have a negative effect on the
accuracy of data anomaly detection.

Despite that imbalanced training dataset is proved
harmful, the prepared datasets from practical measured data
are not ideally balanced, because sensors operate normally
for most of the cases, while data anomaly is a rarely and
randomly occurred short-time phenomenon in SHM
systems. The numbers of occurrence for each class of
anomaly are also unequal. The unsupervised learning-based
approach can circumvent the problem of data imbalance by
leveraging the normal data only to train a mathematical
model that represents the normal data features. For instance,
Mao et al. (2020) proposed an unsupervised learning
approach based on generative adversarial networks (GAN)
and autoencoder to distinguish the normal and anomalous
data with a high accuracy. However, unsupervised learning-
based approach simplifies the data anomaly detection as a
binary classification problem, which loses the information
of anomalies class, even if a specific class of anomalous
data is very informative for structural analysis. The existing
research has shown promising results in addressing data
anomaly detection problem with certain limitations in
practical engineering. An effective approach that can
mitigate the effect of imbalanced dataset while accurately
classifying the anomaly is still a worth studying topic.

In this article, a novel method for data balancing and
anomaly detection is proposed based on data-level and deep
learning techniques. A new data balancing method based on
data-level technique Krawczyk (2016) concentrating on the
training dataset perfection is developed to alleviate the data
imbalance effect and satisfy with the standard learning
algorithm in supervised learning framework. For multi-
classes data anomaly detection, a densely connected neural
network enhanced by the advanced Transformer encoder
(TDNet) is designed. The proposed network inherits the
advantage of DenseNet Fan et al. (2021), Huang et al.
(2017), which is outstanding in extracting detail features of
structural responses. Furthermore, with the assistance of
Transformer encoder, which is composed of multi-headed
attention (MHA), the long-distance dependency and global
features extraction is further improved, leading the
extracted high-dimensional features more robust to data
anomalies detection. It is also remarkable that the proposed
TDNet uses time series directly as the network input
without any manually feature transformation, which has a
high degree of automation and less subjective effect on the
performance.

This paper is organized as follows. Section 2 shows the
process of data balancing method to simulate anomalous
data. Three common anomalies with distinguishable
characteristics, namely outlier, trend and missing, are
simulated using normal samples. Section 3 describes the
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detailed configuration of TDNet. The structure and
advantages of DenseNets and Transformer encoder, which
are parts of the proposed network, are described in detail in
this section. Section 4 introduces the numerical studies on a
seven-story steel frame model, which explores the effects of
training sample size and noise on the -classification
performance of the TDNet. Besides, visualization of the
output of the internal layers of TDNet is shown to explain
the learned knowledge. Section 5 conducts practical
engineering studies with Guangzhou New Television Tower
(GNTT) to evaluate the applicability of the proposed
approach for data anomaly detection. Section 6 concludes
the findings of this paper and discusses potential further
future research.

2. Simulation of anomalous data

framework of the proposed approach includes two steps:
training dataset balancing and data anomaly detection. In
the first step, a novel approach based on data-level
technique is proposed for generating anomalous data. Three
typical classes of data anomaly, including missing, trend
and outlier, are artificially analyzed to determine the rough
features of each class. Based on those extracted features, a
training dataset is generated by processing the measured
normal data as anomalous data, where each class of
anomalies can be equally produced. In the second step, a
specific TDNet that developed based on a modified
DenseNet for structural response reconstruction Fan et al.
(2021a), is trained based on the prepared dataset for
anomaly detection. For deep learning-based classification
task, effectively extracting robust features from input data is
the key to distinguishing the discrepancy of classes in high-
dimensional spaces. Therefore, attributed to the outstanding
ability of MHA involved in Transformer encoder to learn
the long-distance correlation among time series data, a
specific Transformer encoder is imbedded into the
DenseNet to ameliorate the capability of data anomaly
detection. It is worth noting that due to the outstanding
capability of TDNet in extracting hidden features of
structural response, a training dataset generated based on
rough features is sufficient for anomaly detection.

The proposed network for data anomaly detection is
trained in a supervised manner. A dataset with three classes
of anomalous data and normal data with correct labels
needs to be prepared for training the network. It is a
common procedure to manually select and label data
anomalies from the large amount of SHM data. Although
anomalous data only exist in a small fraction of the SHM
data, it is still time-consuming to select and label sufficient
training samples. Besides, the prepared dataset consisting of
selected anomalous data samples from measured data is
always imbalanced, which means the numbers of training
samples for anomalous classes are unequal. Imbalanced
training dataset may cause the network to learn inaccurate
features and produce biased predictions. In contrast,
simulating anomalous data by utilizing the characteristics of
anomalies instead of burdensome manually picking is more
available for practical engineering. Anomalies are

essentially temporal events, with normal data suddenly
transforming into anomalous conditions and rapidly
reverting back to normal. Inspired by the process of real
anomaly generation, the anomalous data are simulated by
adding specific anomalous patterns to normal data. The raw
normal time series structural responses are divided into
segments in a length of 1024 sampling points. All these
segments are subsequently split as four equal groups, where
one group of segments remains unchanged, and the
remaining three are simulated as three types of anomalous
data, that are missing, trend and outlier.

Data loss is a frequent data anomaly in wireless
transmission. It may be caused by hardware fault, signal
interference, environmental variation, etc. The way to
simulation the missing data is to replace the values of a
small succession of data points by same length of zeros.
The starting time point and the duration of data loss is
randomly selected in each sample to imitate the real-world
sensor data loss process in SHM system. The starting point
of data loss is within 1 to 897 and the length interval of the
missing data segment is set to between 128 and 512.

Data trend is often occurred since sensor faults and
shock of sensors or cables. For trend anomaly simulation, a
normal data segment adds a small segment of consecutive
data points in a linear relation of the first order to form the
trend anomaly data segment. The location of the trend
anomaly, the length of the anomaly data point, and the slope
of the linear function are all random. The starting point and
length interval of the trend data are the same as the missing
data, 1 to 897 and 128 to 512, respectively. The slope
intervals are set as union of intervals 5x 107® to
5x107%, and —5x%x 107° to —5 X 107®, which ensure
that the simulated data samples have distinguishable
upward or downward feature of trend.

Outlier in structural response is an instantaneous spike
caused by hardware fault, transmission error or local shocks
on or near the sensor. It is a short period of sampling points
that do not coincide with the data distribution and much
larger than the adjacent points. Consequently, the outlier
anomaly is modeled as adding a short period of abnormal
data points with random length into any time step of normal
data segments. The number of outliers in a data piece is
randomly selected between 1 and 20 and the maximum
value in one outlier is limited to between 5 and 9 standard
deviations of the corresponding normal data. The
procedures of simulating the three anomalous samples are
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Fig. 2 The architecture of TDNet

schematically shown in Fig. 1. After the data simulation is
completed, the normal data and the simulated anomalous
data are labeled separately in order to adapt to the classifier
trained in a supervised manner.

3. TDNet

The specific TDNet is developed based on the
architecture of DenseNet with Transformer encoder
embedded for anomaly detection. It is trained in a
supervised manner by using prepared training data that is
composed of paired input structural response and the
corresponding label, indicating the class of input. The
generated training dataset contains three common classes of
abnormal data and one class of normal data. The time-
domain structural responses are directly fed into the
proposed network for feature learning without any manually
feature transformation. Then the learned features with high
level of abstraction are processed automatically by fully
connected layers to complete the anomaly classification.
The output of the network is a vector in a length of 4, and
the value of each element represents the probability of the
input segment belongs to the corresponding anomaly class.
It is worth noting that the input to the model should carry
sufficient structural vibration information, and meanwhile,
meet the size requirement of data compression by the
downsampling. Therefore, the duration of input segments
should be at least longer than the period of the first
vibration mode of the target structure. In this paper, the
downsampling process half the length of feature maps each
time, so the length of input segment is set as 1024 sampling
points for all the following studies. Optimized
hyperparameters are also critical for training deep learning
models to determine the global optimal model parameters.
However, hyperparameter optimization is a multiparametric
optimization problem, determine the optimal combination
need significant computation power to conduct the model
training hundreds of times, which is impractical for
uncommercial developers. Therefore, in this research, the
approximate optimal hyperparameters including the batch
size and learning rate range are initialized empirically based
on the previous finding in Fan et al. (2021a, b) of the
manuscript. The batch size is increased from 4 to 8 and
finally set as 16 that is mainly limited by the GPU memory
size. It is recommended to use as large size of batch as
possible for advancing the stabilization of training. The
interval of learning rate is initially set between 1x10® and
x1073. It is then determined by evaluating the recognition
accuracy of models with randomly sampled learning rate
from this range, to gradually approaching the optimal. The
range of learning rate is compressed successively and
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Fig. 3 The architecture of the embedded Transformer
encoder

finally reached the optimal for this classification task as
1x107.

3.1 The architecture of TDNet

The elaborated architecture of the proposed TDNet is
shown in Fig. 2. The first layer aims to enrich the shallow
features of the original input data by applying the
convolution and padding operations with rich convolution
kernels. The padding operation allows the length of the
produced feature maps to be the same with input length
divided by the convolutional stride. After enriching the
shallow features from the original input data, three
successive dense blocks are employed to gradually extract
the higher representative features of the input. In each of the
dense blocks, the number of kernels and kernel size are kept
the same. After each dense block, the length of feature map
is halved to fine higher abstractive level of features. To
further extract long-distance dependency features, the
modified Transformer encoder is embedded between the
feature extraction module and classification module as
shown in Fig. 3. The transformer encoder in the proposed
network consists of six encoder layers for feature extraction
and two MHA layers to resize the feature maps to fit the
later classification.

Note that convolution is a linear operation and thus
cannot learn the complex nonlinear relationships of the
input. To improve the capability of TDNet, the output of
convolution operation is sent to an activation function to
transfer the connection from linear to nonlinear. An
advanced activation function named leaky rectified linear
unit (Leaky ReLU) developed from rectified linear unit
(ReLU) is used in this study. The Leaky ReLU activation
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function inherits the advantage of the ReLU function to
mitigate the gradient vanishing while overcoming the defect
of ReLU, that is, the gradients stop propagating when most
of the neurons return zero. The expression of the Leaky
ReLU function is as follows

x if x>0

LeakyReLU(x) = {0,1x otherwise

(1

The dropout technique, which has been shown to be
effective in mitigating overfitting, is applied in the proposed
training framework (Srivastava et al. 2014). By discarding
a portion of randomly selected neurons when training with
different batches of samples, dropout enhances the
generalization capability of the network. In TDNet, each
convolutional layer is followed by a dropout layer and an
activation function layer.

The last part of the proposed network framework is the
classification module consisting of a flatten layer and three
full connected layers. High-level features delivered from
feature extraction module are unfolded as a feature vector
by the flatten layer. The feature vector is then mapped to the
sample marker space for classification through three full
connected layers. The mapping formula for one fully
connected layer / can be expressed as

x*1 = o(wix! + bY) )

l l

where x* is the input of the /th fully connected layer. w
and b' refer to the weight and bias parameter matrixes,
that are updated during network training. o(-) denotes the
activation function and x'*' denotes the output of the /th
fully connected layer. The ReLU activation function is used
in the first three convolutional layers for establishing
mappings between features and output. For outputting the
probability of the input sample that belongs to each class,
Softmax activation function is employed in the last fully
connected layer, where the input data is defined as the class

with the maximum probability. Softmax activation
transforms the input vector into a probabilistic
representation, which is defined as
e’k
==, k€[1K 3
4% ;(:1 eZi [ ] ( )

where K is the amount of class and p, denotes the output
probability for a certain class k. z, refers to the value of
the kth element in the input vector. Due to the limitation of
computing and memory resources, the training dataset with
a massive number of samples is fed into the network in
batches to turn model parameters during the training
process. For the classification tasks, the target of the
network training is to minimize the difference of the
discrete probability distributions between real classes and
predicted classes. Cross-entropy is used as the objective
function to measure the difference of probability
distribution between the true and predicted classes, which is
defined as

N K
1
Loss = =<1 > yilog@p)] @)

where N, K denote the total number of samples and classes,
respectively. py is the predicted probability of nth training
sample that belongs to the class k£ data anomaly. y is a one-
hot vector denoting the input of cross-entropy and yj
refers to the value of the kth element of the one-hot vector
corresponding to sample n. Following the aforementioned
procedure, TDNet can be properly trained in the supervised
manner. The trained network in test can efficiently extract
robust features of subsequent measured responses and
classify the anomalous data in almost real time by forward
only computation.

3.2 DenseNet

The structure of densely connected network is
commonly used to perform computer vision tasks such as
image classification, image semantic segmentation, etc. For
SHM related tasks that most of the data are one-
dimensional structural responses, Fan et al. (2021a)
modified the structure of original DenseNet to adapt
response reconstruction, which is a one-dimensional pixel
to pixel task. DenseNet proved to be effective in extracting
hidden features of structural responses, which should be
also available for anomaly classification, that the input and
output are the measured responses and anomaly classes,
respectively. Compared with the traditional CNN, DenseNet
equipped with dense blocks (as shown in Fig. 4) reuse
extracted features with different abstraction, which can
mitigate gradient vanishing, facilitate feature propagation,
and reduce the number of required model parameters
Huang et al. (2017).

A key characteristic of dense block is the dense
connectivity pattern. Each layer in an individual block
connects every other subsequent layer in a feed-forward
fashion by skip connection, which preserves and reuses
features at different levels. Each of the dense blocks
consists of four densely connected convolutional layers
with the same kernel size to ensure the consistency of
feature maps in the block for feature fusion. The shuttled
features maps from the preceding layers are concatenated
together as the input of the successive layer. In contrast with
the layer-to-layer connected CNN with n convolutional
layers and n connections, dense connection has n layers but
n(n+1)/2 connections. This means that each layer receives
and fuse a wealth of features with variety levels of
abstraction from all the previous layers, thus strengthening
the information flow among the network. It should be also
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noted that when using the backpropagation algorithm for
gradient updating, deep layer-to-layer connection is
restricted to gradient vanishing issue in the training process.
Gradient vanishing significantly decreases the training
speed and may cause non-convergence problem. In this
case, skip connection directly pass bottom features to the
shallow layers of the network allow the delivery of gradient
in a much shorter way, which remains the gradient to tune
the parameters of shallow layers and thus alleviates the
gradient vanishing.

3.3 Transformer encoder

Despite that DenseNet is capable of learning detail
features of structural responses, the extraction of global
features and long-distance correlations is ordinary. On the
contrary, MHA as a core of Transformer encoder has
assumed dominant position in natural language processing
such as machine translation and text generation, which can
be attributed to its outstanding capability in extracting long-
distance dependency of sequences. MHA is an integration
of multiple parallel self-attention modules that inherit the
advantage of self- attention (Vaswani et al. 2017). It is
therefore necessary to understand the mechanism of self-
attention in learning the long-distance dependency and
global features. Self-attention, also called intra-attention,
compute the representative features of a sequence or matrix
to relate all the elements or vectors. In this way, regardless
of the distance between any two elements or vectors, the
correlation can be computed by auto-correlation or cross-
correlation. Those elements or vectors that are highly
correlated with others are assigned with larger weights
when producing the output feature matrix, which can be
considered as paid more attention to those elements or
vectors. The highlighted features contribute significant in
the feature matrix, while the elements or vectors that are
weakly connected with others are dismissed in the
subsequent feature extraction. In addition, the self-attentive
enables computational parallelism when processing
sequences compared to RNN. The computation process of
the self-attention mechanism in TDNet can be divided as
two steps. The input of feature maps that are matrixes, are
multiplied with three trainable weight matrixes (Wq, Wk,
Wy) to obtain Q (query), K (key), and V (value). Then the
weight distribution of V is determined by calculating the
similarity of Q and K, according to the following formula

T
Vi

The output of the self-attention operation is computed as
a weighted sum of the values, where the weight assigned to
each value is computed as the dot product of query and key.
After the self-attention processing, the feature vector at a
certain position contains the original information and
additional information regarding the relation with other
vectors. From the aspect of feature engineers, self-attention
enriches features that represent the long-distance
dependency and global characteristics, leading the network
to pay more attention to those elements or vectors that are

Attention(Q,K,V) = softmax( 14 (5)

strongly correlated with others. MHA integrates multiple
parallel self-attention to allow the model to jointly attend to
the information from different representation subspaces at
different positions. The computation of MHA can be
expressed as the following equation

MHA = Concat(head,, ..., head,)W (6)
head; = Attention(QW,%, KWK, VW) (7)

MHA as a core component of Transformer encoder is
imbedded in the encoder layers. Transformer encoder is
composed of multiple stacked encoder layers. An encoder
layer consists of one MHA layer, two dropout layers, two
normalization layers and one feedforward layer for features
compression. The specific connection of the encoder layer
is shown in Fig. 3. The skip connection technique is used in
the encoder layer to strengthen the feature propagation and
consequently boosts the convergence efficiency. The
dropout technique, which can mitigate overfitting is applied
in the encoder layer. In addition, layer normalization is also
used to maintain the stability of the model during training.

4. Numerical studies

In this section, numerical studies are conducted to
validate the effectiveness of the proposed approach for data
anomaly detection by using simulated time-domain
acceleration responses. A finite element model (FEM) of a
seven-story steel frame with a width of 0.5 m, a height of
2.1 m, as shown in Fig. 5, is constructed to generate dataset.
The mass density, Young’s modulus are 7850 kg/m? and 210
GPa, respectively. The cross sections of the column and
beam elements are 50 mm X 5 mm and 50 mm X 9 mm,
respectively. To simulate the mass of the floor of this steel
frame structure model, each floor is equipped with two
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Fig. 5 FEM of the steel frame structure
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mass blocks weighing 4 kg at a quarter and three-quarter
locations, respectively. The length of finite element is
defined as 0.1 m, and there are 70 planar elements and 65
nodes in total. Each node in the FEM has three degrees of
freedom, the translational displacements in the x and y
directions and the rotational displacement in the x-y plane.
Fixed supports are modeled at the position of nodes 1 and
65 to restrict the corresponding degrees of freedom. The x
direction acceleration responses of node number 4, 7, 10,
13, 16, 19, and 22 corresponding to the responses of each
floor are recorded as the raw measured data. The training,
validation and testing datasets are generated using the data
processing techniques and data balancing method as
mentioned in Section 2. To achieve the optimal performance
efficiently, the effect of the volume of training dataset on
the accuracy of data anomaly classification is
comprehensively investigated. Meanwhile, the effect of
noise on classification accuracy is also investigated.

4.1 Data preparation

The numerical studies simulate 200-minute acceleration
responses of the frame model under ambient excitations
along x direction to validate the proposed approach. The
Newmark-beta method is applied to compute the structural
responses at a 2000 Hz sampling rate. As the first seven
natural frequencies of this model are within 30 Hz, the raw
simulated responses are processed by a low pass filter with
a 30 Hz cutoff frequency, and then a downsampling
procedure is implemented to reduce the sampling rate to
100 Hz. The data preprocessing process eliminates
redundant information and significantly reduces the data
size, thus greatly facilitating TDNet to extract features more
efficiently. The training and testing samples is prepared by
firstly segmenting the long time series data as small
segments using a moving window in a length of 1024
without overlap. There is a total of 8400 segments
generated from the 200-minute response and all of them are
normal data samples. Here, to investigate the minimum data

size required for optimize TDNet, a certain portion of
samples are randomly selected. The selected samples are
then divided into four equal groups for data balancing
processing. One of the groups is regarded as normal
samples, and the other three groups are processed as three
types of abnormal data, including missing, trend and outlier.
The processed three groups of anomalous data samples and
one group of normal data samples form a dataset for
validating the proposed anomaly detection method. The
dataset is split as 70%, 20% and 10% for training,
validation and testing.

4.2 Effect of the number of training samples

In this section, the effect of the number of training
samples on the accuracy of data anomaly classification is
investigated. Five cases with increasing number of samples,
that are 840, 1680, 3360, 5040, and 6720 corresponding to
10%, 20%, 40%, 60%, 80% of the total samples, are
prepared for training, validation and testing. Training of the
proposed network is conducted in batches and the batch size
is chosen as 32 considering the GPU memory. Adam, an
efficient optimization algorithm, is used to update the
parameters of the proposed network and the learning rate in
the Adam optimizer is set as 1 X 107°. To enhance the
generalization capability of the network, the dropout rate is
chosen as 0.5 in the training process of the proposed
TDNet. The proposed network is trained by the training
dataset for 150 epochs. Note that the training setup keeps
constant for each subsequent network training. As shown in
Fig. 6, the fitted curves of Cases 3 to 5 remain stable after a
rapid and steady decline. The fitted curves of Cases 1 to 2
show different degrees of oscillation during descending,
which indicates that the fewer number of training samples
affect the stability of network training when other
conditions are kept consistent. Compared with Case 2, the
fitted curve of Case 1 with a smaller number of training
samples shows a more severe oscillation, which is the
reason for the degraded classification performance. On the
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Fig. 6 The convergence curve for five cases



620 Jun Li, Wupeng Chen and Gao Fan

contrary, the fitted curves for Cases 3 to 5 do not show large
differences with the increasing number of training samples,
which indicates that the number of samples in Case 3 is
sufficient for stable training of the network. On the other
hand, insufficient sample volume can lead to overfitting as
shown by Case 1 and 2. The validation loss is always larger
than the training loss until reaching stability. When the
number of training samples is insufficient but the capability
of network is large, it is difficult to learn robust features
from training dataset. Hence, the generalization ability of
the network is reduced as represented by the low
classification accuracy in the test.

Three indexes, including precision, recall, and F;
score, are employed to measure classification performance.
F, is a harmonic mean of the precision and recall. These
metrics are defined as

. tp
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tp
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where tp (true positive) refers to the number of samples
correctly classified by the model as the object class. fp
(false positive) denotes the number of samples from other
classes misclassified by the model as the object class.
fn (false negative) denotes the number of samples that are
misclassified into other classes from the object class.
tn (true negative) represents the number of samples from
other categories that are correctly classified by the model.
The precision for reliability evaluation is based on the
classification results, while recall is based on the ground
truth. The accuracy reflects only the overall classification
performance rather than a specific class. As an overall
consideration, the F score, which comprehensively takes
precision and recall into consideration, is employed as a
performance indicator. The validation and test results for all
the cases are shown in Fig. 7. Here, the F) cores are
represented by the bars of histogram and the overall
accuracies are marked in the brackets. As can be seen from
Fig. 7, the networks trained by dataset of Case 3 to 5
demonstrate excellent performance in anomaly detection.
The trained networks achieved over 99% overall accuracies,
and in some cases, the accuracies are even close or equal to
100%. The F scores for four classes on both the validation
and testing dataset are also more than 0.99, indicating
strong capability of determine all kinds of common data
anomalies. Here, Case 3 reaches the optimal performance
with a smaller training data size. However, when the
number of training samples reduced to 1680, the overall
accuracies of validation and test data decrease to 96.4% and
94.6%, respectively. The F score of Case 2 is lower than
that of Case 3 to 5 but still above 0.91 for all classes on
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Fig. 7 Classification results of 5 cases
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Fig. 8 The confusion matrix of Case 3 (Anomaly patterns: 1—normal, 2—outlier, 3—trend, 4—missing)
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Fig. 9 Visualization of the output of the DenseNet module

both datasets, indicating the classification capability of the
corresponding trained model is still acceptable. In contrast,
network of Case 1 that are trained using 840 samples only,
loss the effectiveness in classifying data anomaly with low
F1 scores for at least two classes, although the overall
accuracies for validation and test sets reach 86.9% and
84.5%. Collectively, the -classification performance of
network growing with the increase of training samples until
3360. It is worth mentioning that leveraging 3360 training
samples for deep learning to extract hidden features of data
is a tough task. The results demonstrate the remarkable
capability of TDNet in learning the pattern of structural
responses and classifying the anomalous data. The
effectiveness of TDNet is further elaborated by the
confusion matrices of Case 3, as shown in Fig. 8. The
confusion matrix records the results of the classification,
including the number of predictions and their corresponding
proportions. Two reliability indicators regarding the
classification results, precision and recall, are highlighted in
grey alongside the confusion matrix. As shown in Fig. §, the
miss classification rarely occurs in both validation and test
datasets. It can be found that only one normal data sample is
classified as anomalous and two missing samples are
defined as normal data.

To further explore the inner learned feature of TDNet,
the output of DenseNet is visualized when using a
representative sample of each pattern as input, respectively.
The input samples and the corresponding visual output of
DenseNet are shown in Fig. 9. In Fig. 9, The colored border
refers to the output of the DenseNet layer with outline
feature with the same pattern with the corresponding type of
input sample. The yellow border refers to the outline of
feature map consistent with the normal type, where green
corresponds to outlier, red corresponds to trend, and purple
corresponds to missing samples. For normal data, the
corresponding features contours are similar to the upper or
lower contour of the input response, as marked by the

yellow border in Fig. 9. The output is processed and
compressed by DenseNet and still retains the
distinguishable contour features, which proves the strong
ability of DenseNet to extract features. The outputs of the
outlier pattern marked by the green border have similar
characteristics to the outlier, that is, the outlier is much
larger than the adjacent points. For trend and missing
patterns, the corresponding outputs also have outline
information, marked with red and purple borders,
respectively. DenseNet compresses the length while still
retaining distinguished features of the input samples, such
as contour, to distinguish different classes of samples.
Overall, the output of each class of data has specific
features to allow the part of TDNet behind DenseNet to
perform the classification task more accurately.

4.3 Noise effect

The noise effect on classification accuracy is
investigated by adding a certain level of white Gaussian
noise to the input measurement. The noisy acceleration
response Ayise 1S generated as

Anoise =A+ N X RMS(A) x1 1y
where 4 is the raw acceleration response. N is a vector that
represents the white noise with the same length and
sampling rate as the raw response. / refers to the noise level
and RMS denotes the root mean square computation. Note
that when generating the noisy training samples for the
missing anomaly, noise is also considered as lost and the
lost sampling points remain 0. A comparison of the normal
data without noise and with 0.3 noise level added is shown
in Fig. 10 in time domain.

Three datasets with noise levels of 0.1, 0.2, and 0.3 are
generated based on the dataset of Case 3 for training,
validation, and testing of the network. The classification
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Fig. 10 Comparison between the true response and noisy
response with 30% noise

results of the trained model on the validation and test sets
are shown in Fig. 11. In cases 1 to 3, the F1 scores of the
four patterns reach above 0.98 on both the validation set
and the test set, while the overall accuracy achieves above
98%. The classification performance of the trained model
does not degrade with increasing noise level either on the
validation set or on the test set, which demonstrates the
strong robustness of the proposed data anomaly detection
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method to noise.

5. Practical engineering studies with GNTT
5.1 The SHM system of GNTT

GNTT is a slender tube-in-tube supertall structure with a
height of 610 m. It is composed of a reinforced concrete
inner tube, a steel outer frame tube and a combined floor
connecting the two. The steel outer frame tube consists of
24 concrete-filled tube columns twisted counterclockwise
from the bottom to the top. There are 46 steel ring beams
and bracings among the entire structure. An oval-shaped
gradient network structure was designed to effectively
reduce the bulkiness of the tower and wind loads, as shown
in Fig. 12(a). Thirty-seven floors between the inner and
outer steel tubes are used for offices, entertainment, catering
and emission of the television signals. This tower has a
sophisticated SHM system including accelerometers,
anemometers, thermometers, etc., to continuously monitor
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Fig. 11 Classification results with noisy data
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the structural vibration behavior and ambient environmental
conditions. The acceleration data measured from the SHM
system are used to validate the proposed method for
practical engineering. The placement of the accelerometers
is shown in Fig. 12(b). Twenty uni-axial accelerometers
with a sampling rate of 50 Hz are installed at proper height
in both the long-axis and short-axis directions.

In this study, 24 hours measured acceleration data from
20 channels are selected for evaluating the proposed
approach for anomaly detection. A small part of normal
acceleration data is processed as the training and testing
datasets to validate the effectiveness of the proposed
method for practical engineering. On the other hand, the
data anomaly existing in the remaining normal
measurement are manually selected and labeled from the
rest of measured data to verify the robustness of the
proposed method on identifying real anomalous data, that
the anomalous pattern may differ from the simulated ones.

5.2 Data pre-processing

The raw measurement is processed by a high-pass filter
with a 0.05 Hz cutoff frequency to eliminate the shift at the
zero frequency. It has been investigated that the first fifteen
vibration modes of the GNTT are within 2 Hz. Therefore,
the low-pass filtering with a cut-off frequency of 10 Hz is
conducted to eliminate the redundant information contained
in the signals. The processed data is then divided as about
78000 segments to generate the training, validation and test
datasets. Due to the complex feature and measurement
noise contained in real measurement, to guarantee the
network fully learn the hidden features, a larger dataset
containing totally 15,600 normal samples are randomly
chosen to generate the balanced dataset. Then the training,
validation and test dataset are split from the created
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balanced dataset with a ratio of 70%, 20%, and 10%.
Another unseen 400 normal data and 345 outlier samples
are also selected from the rest data to evaluate the trained
network. There are no samples with obvious linear trend
characteristics and continuous points loss can be found from
the measured period in this study. A comparison of the
simulated outlier with the real measured outlier is shown in
Fig. 13.

5.3 Network training and testing results

The training is performed until the loss and accuracy
curves converged with an increase in iterations, as observed
in Fig. 14. It can be observed that both the training and
validation losses decrease sharply in the first several epochs
because of the involved dense connection and skip
connection techniques which improve the convergence
speed effectively. These two curves continue to decrease
with increased training epoch and tend to converge after 40
epochs. A minor discrepancy between the training and
validation errors means no overfitting occurred, that the
trained network learns robust representative features from
the training data for which also fits the validation data
pattern well.

The confusion matrixes for the validation dataset and
the testing dataset obtained by training on the proposed
network is depicted in Fig. 15. The confusion matrixes
show that the classification accuracies are over 99% on both
validation and test datasets. In the case that the validation
and test datasets contain 3120 and 1560 samples, DenseNet
presents outstanding overall prediction capability for the
simulated anomaly detection. For both validation and test
datasets, precision and recall are observed to be consistently
more than 98% for all the classes, indicating that the trained
network effectively learned the representative features of
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Fig. 16 Confusion matrix for real measured samples

the normal and anomalous data and correctly established the
mapping between features and classes, which is capable to
classify all types of data.

To further validate the effectiveness and robustness of
the proposed method, the 400 real normal samples and 345

real outlier samples is fed into the trained model for
classification. The classification result for this test dataset is
illustrated by a confusion matrix as shown in Fig. 16. The
trained model achieves a remarkable overall classification
accuracy of 95.7%, despite that none of the real anomalous
data samples are used for training, which shows a
competitive adaptability in anomaly detection. It is also
worth noting that only three normal data samples that are
0.4% of total samples are misidentified as abnormal,
meanwhile, three outlier data samples are identified as
normal. The trained model has a strong ability to distinguish
normal and anomalous data. Besides, such a low error rate
is acceptable for practical SHM of long-term abnormal
condition warning. For the outlier data classification, there
are another 26 samples misclassified as trend, resulting in a
relatively lower recall of 91.6%. The inferior performance
for outlier classification can be explained that the
misidentified outlier data samples also featured ‘trend’
characteristics, i.e., the monotonous trend of data as shown
in Fig. 17. The red ellipses marked the parts that resemble
the trend anomaly feature. In fact, when defining the label
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Fig. 17 Examples of outlier with trend characteristics
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for those anomalous data, it is even confused for the authors
to classify those samples. If the misidentified samples are
neglected, the performance of TDNet is almost perfect for
anomaly detection of a practical supertall structure, which
verifies the robustness and effectiveness of the proposed
method combining the data balancing and anomaly
detection procedures. In addition, miss identification of any
anomalous data may cause failure to warn the abnormal
condition timely. The tiny number of miss identification of
anomalous data demonstrate that this method can provide a
reliable network for SHM.

6. Conclusions

This article proposes a novel method for data anomaly
detection. The training data imbalance issue that
significantly affect the performance of data anomaly
detection is first addressed by using the proposed data-level
technique. Then, data anomaly detection is implemented by
a specific deep learning model named TDNet that is
developed based on DenseNet and enhanced by imbedding
attention mechanism to improve the global feature
extraction. The numerical studies with a FEM of a seven-
story frame and a practical test with GNTT are
subsequently conducted to validate the effectiveness and
robustness of the proposed method for practical civil
engineering. In the numerical studies, it shows that dense
connectivity and attention techniques are valid for boosting
the feature extraction of structural response and establishing
the mapping between features and data anomaly classes.
The results demonstrate that TDNet can learn the hidden
features from generated data efficiently from a small
dataset. The noise test results also show the strong
capability of TDNet on noise immunity. For the practical
validation, DenseNet trained by simulated anomalous data
samples achieved remarkable results in anomaly detection
of real anomalous data. The high classification accuracy on
the real dataset indicates that the employed data balancing
technique and the proposed TDNet is feasible and reliable
for engineering practice. However, it is worth mentioning
that there are no missing and trend anomalous samples in
the practical test. To verify the effectiveness of the method
more comprehensively, missing and trend anomalies should
also be considered in future research.
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