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1. Introduction 

 
Structures are often designed to last for decades or even 

longer. During their operation, structures are inevitably 
affected by various dynamic and static loads, natural 
environmental erosion, and material fatigue and aging, 
which cause accumulated damage and resistance attenuation 
(Yi et al. 2013). Continuous bearing capacity and durability 
degradation mean that the ability of the structure to resist 
natural disasters and even normal operating loads will 
decline over time (Li et al. 2006, Yi et al. 2017). 
Consequently, it is important to be able to evaluate 
structural integrity, durability, and reliability throughout a 
structure’s life cycle and to issue early warnings of damage 
or deterioration to minimize repair costs and avoid 
catastrophic collapses (Ko and Ni 2005). Thus, the main 
objectives of a real-time structural health monitoring 
(SHM) system are to be able to analyze the key structural 
and environmental parameters under operating conditions in 
real time, detect structural defects as early as possible, and 
send warning information in a timely manner to avoid 
further damage or collapse (Zhou et al. 2016, Kaya and 
Safak 2015). 

A real-time system has been described as one that 
controls an environment by receiving data, processing them, 
and returning the results sufficiently quickly to affect the 
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environment immediately (Martin 1965). The distinction 
between “near-real-time” and “real-time” is somewhat 
nebulous and must be defined for each individual situation 
(Federal Standard 1037C 1997). In some cases, processing 
described as “real-time” would be more accurately 
described as “near-real-time”. The distinction between 
“near-real-time” and “real-time” varies. Real-time 
responses are often understood to be on the order of 
milliseconds or microseconds (Sivasankar and Sakthivel 
2017), whereas the latency in near-real-time situations 
typically ranges from several seconds to several minutes 
(Arnold et al. 2016, Orcutt and Vernon 2014). In a real-time 
SHM system, the latency caused by different algorithms 
may belong to either one of these two concepts. For 
simplicity, in this paper, the term “real-time” denotes both 
real-time and near-real-time. 

The key requirement in a real-time SHM system is that 
the recording, processing, and analysis of the data should all 
be performed in real time (Kaya and Safak 2015). In most 
SHM applications, data recording is continuous and occurs 
in real time. Some SHM systems can process data in real 
time, such as comparing a measured value with a predefined 
threshold and raising an early warning if necessary. 
However, due to the lack of real-time data analysis 
capabilities, some real-time monitoring algorithms are 
restricted. Over the last several decades, a few real-time 
SHM systems that can achieve real-time data processing 
and analysis have emerged, such as Masri et al. (2004), 
who implemented a real-time SHM system based on an 
efficient multithreaded software design in which the system 
acquires data from a large number of channels 
simultaneously. They implemented real-time data 
preprocessing and analysis, such as the fast Fourier 
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transform and root mean square extraction, for each 
measurement point. Achieving any real-time rapid analysis 
tasks in 2004 was a remarkable achievement. The system 
was applied to an important large-span flexible bridge 
(Vincent Thomas Bridge) in San Pedro, California, USA. 
Kijewski-Correa et al. (2013) designed a real-time SHM 
system called SmartSync for high-rise buildings that was 
based on wireless sensor networks. To solve the time 
synchronization problem of distributed sensors, the system 
assumes that the data from multiple sensors are transmitted 
to the central server in a small amount of time; thus, its 
impact can be ignored. Consequently, SmartSync does not 
rely on clocks and timestamps from individual devices but 
instead ties everything to the server clock. The system can 
display the power spectral density of each measured point 
in real time, obtain the vibration frequencies of the structure 
based on picked peak values, and provides an interface for 
data analysis and data visualization. This system was 
applied to the world’s tallest building, Burj Khalifa. Kaya 
and Safak (2015) developed a MATLAB-based real-time 
SHM system called REC_MIDS, which achieved more 
complex real-time data processing and analysis. Nine 
different spectrum estimation techniques were implemented 
in REC_MIDS; the user has the option to use any one or a 
combination of them simultaneously. Additionally, the 
acceleration data can be filtered and quadratically integrated 
in real time to obtain the corresponding displacement. Then, 
the interstory drift can be calculated to be compared with 
predefined threshold values to detect damage. The system is 
installed and operational in a large number of different 
structures (tall buildings, suspension bridges, mosques, 
museums) in Turkey and the UAE. 

Overall, while substantial achievements have been made 
for real-time SHM systems under the conditions available 
when they were designed, some shortcomings still exist in 
current real-time SHM systems. These problems mainly 
include the following: (1) Most real-time SHM systems 
conduct data processing and analysis based on the central 
server clock time when data arrive. This is a reasonable 
scheme under normal circumstances. However, after the 
system has been running for a long time, it will inevitably 
encounter network congestion, system freezing, or other 
situations that may extend the data transmission time from 
the sensor to the central server, making it no longer 
negligible, which will cause inconsistent and inaccurate 
processing results. Instead, it is preferable to perform data 
processing and analysis based on the time when the data are 
generated. Nevertheless, for the above reasons, data 
generated later by one sensor may arrive at the system 
earlier than data generated earlier by another sensor. This 
phenomenon is even more common when the system uses 
wireless sensors or real-time algorithms that require sensor 
data of different types. Such disordered data then causes 
another problem: when to trigger the time window 
calculation under the real-time requirement. Therefore, a 
time analysis capability is needed to help the system 
determine when the data were collected and to trigger the 
time window calculation in a timely manner. (2) In a real-
time SHM system, to better satisfy the real-time 
requirement, the system often processes the data from 

multiple sensors in parallel at the same time and then 
accumulates and calculates the results to obtain the global 
result. For example, when the peak picking method (Clough 
and Penzien 2003) is used to identify structural modal 
frequencies, it is first necessary to calculate the power 
spectrum information of each measuring point. After the 
results of all the same-time windows have been judged to be 
collected, they are averaged and regularized, and then the 
peak is selected as the structural vibration frequency. The 
problem here is to determine when the data from the 
previous stage have been collected to trigger the calculation 
in the subsequent stage. Therefore, a reasonable parallel 
mechanism for a real-time SHM system is needed to satisfy 
the requirement of multistage computation in the parallel 
data streams. 

In the early big data computing field, large-scale data 
processing, as we recognize it today, made its debut with 
MapReduce (Dean and Ghemawat 2004) and its open-
source version Hadoop (ASF 2003). The basic idea with 
MapReduce is to provide a simple data processing 
application programming interface (API) centered around 
two well-understood operations from the functional 
programming realm: map and reduce. As a result, engineers 
only need to focus on the business logic of their data 
processing needs. However, some features of MapReduce, 
such as batch processing mode and disk-level computing, 
restrict it to mainly offline computing scenarios. To solve 
the problems raised in the previous paragraph, Marz (2011) 
proposed the famous Lambda architecture in 2011. The 
basic idea is to use a real-time system to provide a low 
latency but relatively inaccurate result; then, an offline 
batch system performs the same calculation later to output 
the correct result. This system was quite successful because 
it solved the problem of accuracy while ensuring low 
latency (Hasani et al. 2014), even though the truly accurate 
results may arrive later. However, maintaining a Lambda 
system is difficult: such systems require building, 
provisioning, and maintaining two independent versions of 
the pipeline and a method to finally merge the results from 
the two pipelines (Kleppmann 2015, Akidau et al 2017). 
Kreps (2014a) put forward a new architecture named Kappa 
to improve the Lambda architecture. It only retains the 
streaming system in the Lambda architecture. When there is 
a requirement to recalculate from a certain historical 
moment to obtain the correct result, using a replayable 
system such as Kafka, a new stream processing task can be 
started to reprocess the historical data. When the new task 
catches up with the old task, the old task is replaced. 
However, storing historical data in a replayable system 
undoubtedly exerts great pressure. Moreover, replaying a 
large amount of historical data will also consume 
substantial real-time computing resources. 

Due to the development of big data real-time computing, 
some excellent real-time big data processing frameworks 
have emerged, including Google Cloud Dataflow (Google 
2013), Apache Flink (ASF 2014), Apache Beam (ASF 
2016), etc. These frameworks support solutions to the above 
problems with reasonable configurations (Mandal 2018, 
Tantalaki et al. 2020). In this paper, a low-latency real-time 
SHM system is proposed based on streaming data utilizing 
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Apache Kafka (ASF 2011), Apache Flink, and WebSocket 
(Fette and Melnikov 2011) technology. In the next section, 
the design details of the real-time SHM system are 
presented, including the sensor subsystem, the data 
processing and analysis subsystem, and the data storage and 
display subsystem. The real-time mechanisms to ensure low 
latency and solutions to the above problems are addressed 
in the corresponding subsystems. The third section reports 
the results of a case study in which the system was applied 
to the Shanghai Tower. The latency caused by each main 
operation and the total latency from data generation to 
output are visualized and discussed. Finally, the last section 
concludes the paper. 

 
 

2. Real-time structural health monitoring system 
 
Most real-time SHM systems adopt a client/server (C/S) 

structure. The advantage of this architecture is that real-time 
data processing and analysis can be performed locally, 
which reduces pressure on the server. However, a C/S 
structure may require different software versions for 
different client operating systems, and the computing 
capabilities of the included devices may differ. It is thus 
difficult to satisfy the needs of users who want to be able to 
use any device to observe the current structural health 
monitoring status at any time. Therefore, this paper builds a 
real-time SHM system based on a B/S structure, that is, a 
browser/server structure. The system architecture is shown 
in Fig. 1. 

Under the system architecture shown in Fig. 1, the data 
stream generated by the sensor first enters the message 
middleware and then flows into the data storage subsystem, 
which stores the raw data. Simultaneously, the data stream 
flows from the message middleware into the real-time data 
processing subsystem to ensure timely data processing and 
analysis. The output of data processing flows back into the 
message middleware and then into the data storage 
subsystem, which stores the results of the data processing 
and analysis. The output stream also flows from the 
message middleware into the web server, so that it can be 
displayed to users promptly. 

The proposed system uses Apache Kafka as the message 
 
 

Fig. 1 System architecture 

middleware. It is a distributed publish-subscribe messaging 
system. Kafka constructs a real-time streaming data 
pipeline, which can reliably obtain data between systems or 
applications. It categorizes streaming data by topic. When 
new data on one topic arrives, the data can be immediately 
pushed to all systems or applications that subscribe to the 
topic. Kafka is well qualified for this real-time structural 
health monitoring system, and it supports Apache Flink in 
data processing and analysis subsystem very well. More 
details about Kafka and the foundations upon which it is 
built can be referenced in Kreps (2014b). 

Note that under the publish/subscribe mechanism of the 
message middleware, whenever new data are generated—
whether raw data or output results—they are immediately 
accessible by the data storage subsystem and other 
subsystems simultaneously in the form of a data stream. 
Compared with a traditional SHM system based on a B/S 
structure, where the strategy involves first storing data to 
the data storage subsystem and then reading batched data 
from the subsystem, the proposed system reduces 
unnecessary latency. Furthermore, new data flowing into 
Kafka are first written to the page cache. Data read in real 
time are likely to be stored in the page cache; thus, they can 
be transmitted directly from the page cache to the socket 
buffer and then to other subsystems. This arrangement 
avoids disk I/O and further reduces the latency. 

 
2.1 Sensor subsystem 
 
This section does not focus on sensor selection or layout 

optimization; instead, it focuses on responding to time 
issues in real time. Because most sensors used for SHM 
generate electrical signals that do not carry a timestamp, the 
electrical signals of nearby sensors can be collected through 
a data collection substation, in which the electrical signals 
from sensors are converted into a digital signal, and a 
timestamp is generated. After the data have been 
timestamped, all subsequent data processing and analysis 
are based on the timestamp, which ensures the temporal 
credibility of the data. 

Since SHMs typically include a large number of sensors 
with relatively low sampling frequencies, assigning a thread 
to each sensor data stream is not conducive to scheduling 
system hardware resources. Therefore, the data of multiple 
data collection substations are summarized into one data 
pipeline (topic in Kafka) based on the sensor type where the 
data originated. For example, the pipeline named 
“acceleration” carries data from all the acceleration sensors 
(Fig. 2). 

 
2.2 Real-time data processing and analysis 

subsystem 
 
In the real-time data processing and analysis subsystem, 

the real-time data processing subsystem consumes the 
timestamped original signal data stream received by the 
message middleware in real time. Additionally, the 
publish/subscribe mechanism of the message middleware is 
particularly amenable to data analysis methods that require 
multiple types of sensor data simultaneously. After the data 
processing and analysis are completed, the results are 
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immediately output to the corresponding result data pipeline 
in the message middleware for storage and display (Fig. 3). 

The proposed system uses Apache Flink as the engine of 
the real-time data processing and analysis subsystem. It is a 
framework and distributed processing engine for stateful 
computations over unbounded and bounded data streams. 
Flink implements many techniques from the dataflow 
model (Akidau et al. 2015), which is represented by a 
directed acyclic graph (DAG). In a DAG, each node 
represents calculation, and each edge represents data 
dependency. Fig. 4 shows the data stream diagram of the 
formula 

 𝑧 ൌ 𝑎𝑥 ൅ 𝑏𝑦 ൅ 𝑐 (1)
 
For the multiplication calculation of node A, once the 

variable a and the variable x arrive, the multiplication task 
will be executed. It can be expressed as 

 𝑁஺. 𝑟𝑒𝑠 ൌ 𝑓ேಲሺ𝑎, 𝑥ሻ, 𝑜𝑛𝑐𝑒 𝑣𝑎𝑟𝑖𝑎𝑏𝑙𝑒 𝑎, 𝑥 𝑎𝑟𝑟𝑖𝑣𝑒 (2)
 

where 𝑁∗  represents Node *; 𝑁∗. 𝑟𝑒𝑠  represents the 
calculation result of Node *; and 𝑓ே∗ሺ∙ሻ means the operator 
of Node *. Node A and node B have different computing 
dependencies, and all their computing tasks can be 
scheduled and executed asynchronously. When the 
calculation task of node A is completed, its calculation 
result will be sent to the next-level computing node (Node 
C in Fig. 4) that depends on it. The calculation of node C 
can be expressed as 

 𝑧 ൌ 𝑁஼. 𝑟𝑒𝑠 ൌ 𝑓ே಴ሺ𝑁஺. 𝑟𝑒𝑠, 𝑁஻. 𝑟𝑒𝑠, 𝑐ሻ, 𝑜𝑛𝑐𝑒 𝑁஺. 𝑟𝑒𝑠, 𝑁஻. 𝑟𝑒𝑠, 𝑐 𝑎𝑟𝑟𝑖𝑣𝑒 (3)

 
 

 
 

Fig. 4 An example of the dataflow model
 
In a structural health monitoring scenario, when the data 

generation time is used instead of the data arrival time at the 
server, in actual system operation, there will always be a 
certain lag between the time when data enter the real-time 
data processing subsystem and the time when the data 
collection substation generates the time stamp. This lag 
time is random due to factors such as network congestion, 
system freezing, or other situations, and it may extend the 
transmission from the sensor to the central server to non-
negligible durations over long-term system operation. Such 
situations can cause data generated by one sensor at a later 
timepoint to arrive at the system earlier than data generated 
at an earlier timepoint by another sensor. This phenomenon 
is more common when the system uses wireless sensors or 
real-time algorithms that require sensor data of different 
types. In other words, the data timestamps arrive out of 
sequence. 

To perform data processing and analysis, it is usually 
necessary to add a time window to the data in the time 
dimension (common choices include tumbling windows, 
sliding windows, and so on) and then perform modal 
analysis. Therefore, the problem of temporal disorder can 

 
Fig. 2 Sensor subsystem

 
Fig. 3 Real-time data processing and analysis subsystem
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be solved simply by sorting the data by timestamp in the 
time window and then performing the analysis. However, 
because the data enter the time window out of sequence, 
another problem occurs: when to trigger the time window 
calculation under the real-time requirement, that is, to 
determine when the once bar, as in Eqs. (2)-(3), is satisfied. 
Assume that the time window covers the period from 01:00-
02:00. When the system observes data with a timestamp of 
02:01, it is unreasonable to assume that all the data for that 
window have been collected and thus trigger the calculation 
ecause data are continuously generated. The operation will 
continue to receive data, and because the data are out of 
order, it is impossible to know whether the timestamp of the 
next arriving data belonged to the 01:00-02:00 window 
(such as 01:58) or lie outside the window (such as 02:02). If 
the calculation of the window is triggered immediately, as 
soon as the system observes any data with a timestamp of 
02:01, the calculation results may be erroneous. Therefore, 
a time management scheme is needed to help the system 
determine when all the appropriate data have been collected 
and trigger the time window calculation in a timely manner. 

The traditional SHM system usually timestamps the data 
when they are generated. In the offline analysis, it only 
needs to sort the data according to the timestamp to solve 
the above problem. However, in those systems the results 
cannot be obtained in real time. For real-time SHM 
systems, to avoid disorder, the strategy of using the time 
when data enter the server is usually adopted because the 
server system time increases monotonically. However, the 
time sequence of data arrival cannot be guaranteed. To 
solve the problem of triggering the window calculation in 
time under the real-time requirement while avoiding the 
side effects of the above two systems, the real-time SHM 
system proposed in this paper is based on the timestamp of 
the data analogous to a traditional SHM system and uses the 
concept of a watermark in the streaming system (Akidau et 
al 2013, 2015, 2017). 

 
2.2.1 Watermark 
Watermarks are the way the system measures progress 

and completeness relative to the timestamp carried by the 
data being processed in the data stream. The watermarks 
flow with the data and carry a timestamp. In this case, a 
watermark is an assertion that no data with timestamps 
earlier than the watermark timestamp exist. As shown in 
Fig. 5, a watermark of “W29” means that there are no data 
with a timestamp <= 29 that will arrive after the watermark. 
Thus, the problem of when to trigger the window 
calculation under the real-time requirement can be solved as 

 𝑇𝑊. 𝑟𝑒𝑠 ൌ 𝑓 ௐሺ𝑻𝑾. 𝒅𝒂𝒕𝒂ሻ, 𝑜𝑛𝑐𝑒 𝑇𝑊. 𝑤𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘 ൒ 𝑇𝑊. 𝑒𝑛𝑑 (4)

 
 
 

where 𝑇𝑊  represents the time window; 𝑻𝑾. 𝒅𝒂𝒕𝒂 
means all the data in the time window; 𝑇𝑊. 𝑤𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘 
means the latest watermark in the time window; and 𝑇𝑊. 𝑒𝑛𝑑 represents the maximum time allowed for this 
time window. Assuming that the time window is [0,30), 
when the W29 watermark enters the window, the window 
calculation can be immediately triggered. 

The timestamp value carried by the watermark can be 
considered comprehensively based on both data integrity 
and the timeliness of the output. In an SHM scenario, data 
disorder is statistically relatively stable when the system is 
running normally. Thus, when data with a timestamp of T 
enters the system, one can assume that 99% of the data of 
T-2 s has entered the system, and that 97% of the data of T-
100 ms has entered the system. When considering 
timeliness, it is a better choice to set the watermark to T-100 
ms. It should be noted that when an unexpected situation 
occurs in a data collection substation, such as network 
congestion, its channel data will be accumulated and sent to 
the system all at once after recovery. This part of the data 
will be discarded due to the existence of the watermark. 
While losing data is not desirable, compared to mixing the 
data in the current time window with the data before the 
congestion, it at least does not produce incorrect results. 
Additionally, the window can be allowed to exist for some 
period after the calculation is triggered, so that if additional 
data belonging to the window arrive, the calculation of the 
window can be retriggered to help guarantee data integrity 
to a certain extent while also ensuring timeliness. 

The watermark tells the window when the data have 
been collected and triggers the time window calculation in a 
timely manner. This approach allows a trade-off between 
data integrity and the timeliness of the output by setting 
different values. However, in the real-time SHM system, to 
better satisfy the real-time requirement, the system often 
calculates the data of multiple sensors in parallel at the 
same time and then collects and calculates the results to 
obtain the global results. For example, when the peak 
picking method is used to identify structural modal 
frequencies, it is necessary to initially calculate the power 
spectrum information of each measuring point. After the 
results of all the same-time windows have been judged to be 
collected, they are averaged and regularized, and then the 
peak is selected as the structural vibration frequency. The 
problem here is to determine when the data from the 
previous stage have been completely collected to trigger the 
calculation of the next stage. Therefore, a reasonable 
parallel mechanism for a real-time SHM system is needed 
to satisfy the requirement of multistage computation in the 
parallel data stream. 

 
2.2.2 Parallel multistage calculation 
In the system proposed in this paper, to calculate 
 
 

Fig. 5 Watermark
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multiple sensor data at the same time, the data are divided 
into assigned multiple parallelisms based on sensor type 
through the KeyBy operation. A hash algorithm is used in 
KeyBy to ensure that data from the same sensor are sent to 
the same parallelism. Each parallelism holds data for one or 
more sensors, and watermarks are broadcast to all 
parallelisms. For instance, if the data from 10 sensors are 
divided into 5 parallelisms, each parallelism holds the data 
from 2 sensors and all watermarks. Within one parallelism, 
the data of two sensors are calculated serially. Unlike the 
data stored in the window to be calculated when it passes 
through the window, when the watermark passes through 
the window, it is immediately sent downstream. If the 
current window is triggered to calculate, the watermark is 
sent downstream along with the calculated result. The 
downstream window sets a local clock for each upstream 
parallelism. When a watermark is encountered, the local 
clock is updated. The downstream window takes the 
minimum value of all local clocks as its global clock. In this 

 
 

way, when the global clock reaches the maximum value 
allowed by the window, the window calculation can be 
triggered immediately. It can be expressed as 

 𝑇𝑊ௗ௦. 𝑟𝑒𝑠 ൌ 𝑓 ௐ೏ೞሺ𝑻𝑾𝒖𝒔. 𝒓𝒆𝒔ሻ, 𝑜𝑛𝑐𝑒 𝑇𝑊ௗ௦. 𝑐𝑙𝑜𝑐𝑘 ൒ 𝑇𝑊ௗ௦. 𝑒𝑛𝑑 (5)

 𝑇𝑊ௗ௦. 𝑐𝑙𝑜𝑐𝑘 ൌ minሺ𝑻𝑾𝒅𝒔. 𝒍𝒐𝒄𝒂𝒍𝒄𝒍𝒐𝒄𝒌ሻ ,𝑘 ൌ 1,2 … 𝑛 (6)
 

where 𝑇𝑊ௗ௦ represents the downstream time window; 𝑻𝑾𝒖𝒔. 𝒓𝒆𝒔 means all the calculation results of upstream 
time windows on which the downstream time window 
depends;  𝑇𝑊ௗ௦. 𝑐𝑙𝑜𝑐𝑘  represents  the clock of  the 
downstream time window and 𝑻𝑾𝒅𝒔. 𝒍𝒐𝒄𝒂𝒍_𝒄𝒍𝒐𝒄𝒌 
represents all the local clocks in the downstream time 
window. As indicated by Eqs. (1)-(5), there is no special 
limitation for the operator used in the time window. 
Conventional methods suitable for real-time analysis can be 
 
 

 

 
(a)

 

 
(b)

 

 
(c)

 

 
(d)

 

 
(e)

Fig. 6 The propagation mechanism of the watermark in parallel 
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included, so it has a great flexibility. Fig. 6 illustrates this 
process using the data stream described in the previous 
subsubsection. A tumbling window is used, involving time 
windows of [0,30) and [30,60). The data stream is first 
divided into three parallelisms (hereinafter referred to as 
parallelism A, B, or C) based on the sensor type through the 
KeyBy operation, and each parallelism holds the data from 
one sensor. The dotted line in the figure indicates the 
moment of the next picture. In Fig. 6(a), the W22 
watermark of parallelism B has passed Operator 1, updated 
the clock of Operator 1 at parallelism B and is propagating 
to downstream Operator 2. In Fig. 6(b), sensor data are 
accumulated by Operator 1, and the watermark continues to 
propagate downstream. When the W22 watermarks from all 
parallelisms have been sent to Operator 2, Operator 2 
updates its global clock from 18 to 22 and sends the W22 
watermark downstream. The W26 watermark updates the 
clock of Operator 1 in parallelisms A and C. In Fig. 6(c), in 
parallelisms A and C, the W29 watermark is sent to 
Operator 1, which triggers the calculation of the [0,30) 
window. Then, the W29 watermark is sent downstream to 
Operator 2 together with the calculation result. The result 
carries the maximum timestamp (29) allowed in the 
window. In parallelism A, the result is stored in Operator 2, 
and the watermark updates the local clock. In parallelism C, 
the result and the watermark are going to involve the same 
operations. In Fig. 6(d), the W29 watermark of parallelism 
B also triggers the window calculation for the Operator 1 
window, and the calculation result and the watermark are 
sent downstream. In Fig. 6(e), when Operator 2 receives the 
W29 watermark of parallelism B, its local clock is updated 
to 29; therefore, its global clock is also updated to 29, 
which immediately triggers the calculation of the [0,30) 
window of Operator 2. 

Under this parallel mechanism, when the data from the 
previous stage have been collected, the system can 
immediately trigger the calculation of the next stage, and no 
unnecessary latency is produced. In addition, this 
mechanism also applies to real-time algorithms that require 
multiple data sources. Moreover, we only need to set the 
watermark when the data enter the real-time data processing 
subsystem; then, the system automatically determines when 
to trigger the time window calculation in a parallel 
environment. This approach also simplifies system 
development and later maintenance. 

 
 

 
 
2.3 Data storage and data presentation subsystem 
 
After the real-time data processing and analysis 

subsystem sends the results to the message middleware, the 
data storage subsystem and the data presentation subsystem 
can simultaneously obtain the results. In addition to making 
requests to the database to display historical data, the data 
presentation subsystem uses WebSocket technology to 
establish a long link between the web server and the 
browser. It is different from the traditional HTTP protocol, 
which is a request-response model. If the user does not send 
a request to the server of the SHM system through the 
browser, the server cannot actively push monitoring data to 
the user’s browser. To achieve the requirements for real-
time display of monitoring results based on the HTTP 
protocol, the browser’s JavaScript for regular polling can be 
relied on, which is inefficient and not real time. With 
WebSocket technology, when the message middleware 
receives new data, it can be acquired by the web server 
immediately and pushed to the browser by the established 
long link in real time (Fig. 7). Compared with a traditional 
SHM system, in which the results are first stored in the data 
storage subsystem, when the browser sends a request, the 
web server reads the latest data from the data storage 
subsystem in the form of the batch, further reducing the 
latency. 

In the proposed real-time SHM system, timestamps are 
generated for the data by the collector in the data collection 
substation. The message middleware enables multiple types 
of sensor data to be used by multiple subsystems and data 
analysis methods simultaneously. In addition, it works with 
WebSocket technology to ensure that data are transmitted in 
streaming data form throughout the entire whole system, 
which reduces the latency compared with batched data. 
Moreover, subsystems that require real time are conducted 
in memory, which avoids the large latencies caused by disk 
I/O. In the real-time data processing subsystem, the 
watermark and a well-designed parallel mechanism are used 
to satisfy multistage computation requirements in the 
parallel data stream and the trigger window calculations at 
appropriate times, which also minimizes the latency. The 
proposed system was developed using Apache Kafka (the 
message middleware), Apache Flink (the real-time data 
processing subsystem), MySQL (the data storage 
subsystem), and Spring Boot (the data presentation 
subsystem). In the next section, a case study in which the 
proposed system was applied to the Shanghai Tower is 

 
Fig. 7 Data storage and data presentation subsystem
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introduced. Moreover, the latency caused by each main 
operation and the total latency from data generation to 
output are reported and discussed to provide an intuitive 
understanding of the latency caused by each operation and 
explore the contribution of each operation to the overall 
latency, providing a reference for subsequent possible 
optimization work. 

 
 

3. Case study: The Shanghai Tower application 
 
The Shanghai Tower is a supertall building with a 

structural height of 580 m and an architectural height of 632 
m; it is the tallest structure in China (Fig. 8). The building is 
used for office spaces, entertainment facilities, hotel and 
sky-gardens as well as various retail and cultural venues. A 
triangular outer facade encloses the entire structure that 
gradually shrinks and twists clockwise by approximately 
120 degrees over the height of the entire building (Su et al 
2013). The building is vertically divided into nine zones 
separated by eight independent strengthening floors (Fig. 
9(a)). At the interface of the adjacent zones, a two-story, 
full-floor area is created to house mechanical, electrical and 
plumbing equipment and serve as that zone’s life safety 
refuge area. This full-floor platform creates a base for the 
atrium spaces directly above. The structural layouts of 

 
 

 
Fig. 8 A view of Shanghai Tower 

 
 

typical floors in each zone are shown in Fig. 9(b). The 
Shanghai Tower adopts a mega-frame core-wall structural 
system, which comprises a core-wall inner tube, an outer 
mega frame, and a total of six levels of outriggers between 
the tube and the frame. The outriggers are set along the 
height of the building at zones 2, 4, 5, 6, 7, and 8. The core 
acts in concert with the outrigger and supercolumn system 
that is supplemented by the mega frame. There are four 
paired supercolumns - two at each end of each orthonormal 
axis. In addition, four diagonal supercolumns along each 
45-degree axis are required by the long distances at the base 
between the main orthonormal supercolumns. These 
distances are approximately 50 meters and reduced to 25 
meters at the diagonal columns (Xia et al. 2010). The steel-
concrete composite superstructure resists lateral loads with 
the central reinforced concrete shear wall core 
interconnected with the composite mega frame via six two-
story-high outrigger trusses and supercolumns system. 
Gravity loads are resisted by the steel-concrete composite 
floor system (Zhang et al. 2015). 

To monitor the response of Shanghai Tower, Tongji 
University, Hong Kong Polytechnic University and Tongji 
Architectural Design Institute constructed a long-term 
structural health monitoring system that collects and 
analyzes data related to wind velocity, displacement, 
internal forces, temperature, corrosion, cracks, and 
earthquakes (Li et al. 2015). More details of Shanghai 
Tower and its SHM system can be referenced in Su et al. 
(2013), Xia et al. (2010) and Li et al. (2015). 

 
3.1 Application 
 
In this paper, we updated the existing SHM system of 

Shanghai Tower to the proposed real-time SHM system. In 
addition to providing a real-time display of the raw sensor 
data, the system also achieves real-time data processing and 
analysis functions, such as structural modal recognition. 
The system not only provides a plug-and-play interface for 
new algorithms that may be added in the future, but the 
hardware resources required to accommodate new sensor 
data and algorithms can also be expanded by increasing the 
number of nodes in the cluster, taking advantage of the 
characteristics of Kafka and Flink’s distributed architecture. 
Additionally, with Savepoint in Flink, it is possible to easily 
upgrade, migrate, suspend, and resume algorithms. 

 

 

  
(a) (b) 

Fig. 9 Strengthening floors (Su et al. 2013 and Zhang et al. 2015) 
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Fig. 10 The layout of the acceleration sensors on the 117th 
floor 

 
 

 
 

Acceleration sensors are arranged throughout 10 zones 
of Shanghai Tower. Fig. 10 shows the layout of the 
acceleration sensors on the 117th floor. As shown in Figs. 
9(a) and (b), the cylinder of Shanghai Tower is regular in 
the vertical direction. The 117th floor corresponds to zone 8 
in Fig. 9(b). The acceleration sensor layouts on other floors 
are similar. Fig. 11 displays the raw data from 40 
acceleration measurement points in Shanghai Tower in real 
time. By displaying the data of multiple measurement 
points on one graph, comparisons can be made more 
intuitively. Fig. 12 applies the peak picking method to these 
40 acceleration measurement points. The results show that 
the system works well. 

 
 
 

 
 

Fig. 11 General view of real-time acceleration monitoring of all acceleration sensors 

Fig. 12 General view of real-time peak picking method for the whole building 
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3.2 Latency analysis 
 
For simplicity, but without loss of generality, the peak 

picking method is taken as an example to simulate the real 
scene using a standalone method with historical data to test 
the data latency from generation to transmission to the web 
server. The parallel strategy of the peak picking method is 
shown in Fig. 13. It first reads the data from the Kafka topic 
“Acceleration” and assigns a watermark based on the data 
timestamp. Then, KeyBy is used to divide the data from 40 
acceleration measurement points into the 4 parallelisms of 
Operator 1 by sensor (the degree of parallelism can be set to 
other values). After computing Operator 1, the results are 
collected and sink into the corresponding Kafka topic by the 
data collector. Simultaneously, Operator 2 continues to read 
the power spectral density data from the data collector, 
performs the next calculation, and stores the results in the 
data collector again, which again sink into the 
corresponding Kafka topic. 

This study not only provides the end-to-end latency 
(from Kafka to Flink to Spring Boot) but also tracks the 
latency of each main operation in Flink to gain an intuitive 
understanding of the latency caused by each operation 

 
 

 
 

 
 

and explore the contribution of the operation to the overall 
latency, providing a reference for subsequent possible 
optimization work. Each main operation is shown in Fig. 
14. The symbols in the upper left and upper right corners of 
each operation indicate the time at which data enter and 
leave the operation; the difference between these values 
indicates the latency in or between operations. For instance, 
T_Pi – T_Po represents the time consumed by Operator 1, 
that is, the latency generated by Operator 1. The specific 
implementation is shown in Fig. 15. Thus, T_Po-T_Ai 
represents the transmission latency resulting from the 
transmission of the result of Operator 1 to Operator 2 and 
latency resulting from the watermark. Note that—except for 
Operator 1 and Operator 2—the remaining operations do 
not involve time windows; they apply to each data value. 
The method used here is to add the same window to these 
operations in the latency analysis and show the time when 
the latest processed data in the window enters and leaves 
the operation for the symbols in the upper left and upper 
right corners of the operation. Therefore, T_Di – T_Wi 
represents the latency between when Flink receives the last 
piece of data belonging to a time window to the time when 
the window results are sent to the web server. In addition, to 
 
 

 
 

 
 

 
Fig. 13 Peak picking parallel strategy

 
Fig. 14 Main operations of the peak picking method in the real-time SHM system 

 
Fig. 15 Specific implementation of T_Pi – T_Po
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Table 1 Standalone configuration 

Hardware Configuration 
CPU Intel Xeon Gold 6242R @ 2.8 GHz with 16 cores ×1

Memory 64 GB 
Disk 512 GB M.2 

 

 
 
trigger the time window at an appropriate time, this test sets 
a watermark based on the timestamp of each data value. 
Note that this choice does have a certain impact on the 
performance. In practical applications, sending a watermark 
periodically is a better choice. 

The standalone configuration is shown in Table 1. Fig. 
16 shows the latency of each operation, where Ki-Di 
represents the time between when Kafka receives data to 
the time it is sent to Flink, that is, T_Di – T_Ki. The other 
labels are similar. Because Operator 1 needs to calculate 40 
acceleration measurement points, parallel calculations are 
used to reduce the latency. Figs. 16(a), (b), (c) and (d) show 
cases in which Operator 1 is calculated with 1, 2, 5, and 10 
parallelism(s). 

Fig. 16 shows that the main contributions to the latency 
are Do-Pi, Pi-Po, and Po-Ai. These operations have 
latencies between tens of milliseconds to more than 100 
milliseconds, while the latencies of other operations range 
from approximately 0-2 milliseconds. Both Do-Pi and Po-
Ai represent the latency from the previous operation to the 
trigger window calculation. Because Do-Pi sets a 
watermark of data timestamp-100 ms, a latency of at least 
100 ms will inevitably occur. Therefore, it and Po-Ai both 
result in latencies of approximately 50 ms when processing 
watermarks and trigger window calculations. Pi-Po 
represents the latency of converting the time-domain data 

 
 

from 40 acceleration measurement points into a power 
spectral density and extracting the first three order modal 
frequencies of each measurement point. As the degree of 
parallelism in Operator 1 gradually changes from 1 to 10, 
the average latency of Pi-Po is effectively reduced from 
122.64 ms to 36.69 ms. Note that in the selected peak 
picking method example, the system can not only perform 
modal analysis of a single measuring point but can also 
summarize and analyze the results of multiple measuring 
points. This provides a reference for integrating the 
stochastic subspace identification (SSI) (Candy 2019) 
method, random decrement technique (RDT) (Ibrahim 
2012) or other more complex but effective algorithms in 
parallel into the system in the future. Additionally, the Do-
Pi in the figure shows a slow rise and then a sudden drop. 
This result occurs because the test generates historical data 
at the actual sampling frequency of 100 Hz, that is, one data 
value is generated every 10 ms. However, in addition to the 
10 ms rest time, the system also consumes a small amount 
of time to extract and send data; thus, the actual data 
generation interval is slightly larger than 10 ms. Finally, 
even though it is related to the algorithm used, the total 
latency from data generation to data transmission to the web 
server averages only 344.4 ms even with a parallelism of 1 
in Operator 1, which demonstrates the excellent real-time 
performance of the proposed system. 

 
 

4. Conclusions 
 
When damage occurs, the faster a system responds, the 

more time it can buy for decision makers to assess the 
damage. In this paper, a real-time SHM system with low 
latency is proposed based on streaming data. The 

 
 

(a) (b) 
 

(c) (d) 

Fig. 16 Latency of each main operation and of different parallelisms in using the peak picking (PP) method for the 
whole building 
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characteristics of this system are summarized as follows. 
 

● In the sensor subsystem, a data timestamp is 
generated using the collector in the data collection 
substation. After the data have been assigned a 
timestamp, subsequent data processing and analysis 
are based on the time stamp, ensuring the temporal 
credibility of the data. 

● In the data processing and analysis subsystem, the 
watermark concept in the streaming system is used 
to solve the problem of when to trigger the time 
window calculation under the real-time requirement. 
A well-designed parallel mechanism is used to 
satisfy the requirement of multistage computation in 
the parallel data stream. 

● In the data display subsystem, WebSocket 
technology is used to establish a long link between 
the web server and the browser. When new data to 
be displayed are generated, they can be immediately 
obtained by the web server and pushed to the 
browser in real time. 

● Message middleware is adopted in this system. 
Under its publish/subscribe mechanism, when new 
data are generated, whether raw data or result output, 
they can be immediately accessed by the data storage 
and other subsystems simultaneously. Compared 
with a traditional SHM system, whose data are first 
stored in the data storage subsystem and then read 
from it, our approach further reduces the latency. In 
addition, this mechanism is particularly suitable for 
data analysis methods that need to obtain multiple 
types of sensor data simultaneously. 

● Message middleware works with WebSocket 
technology to ensure that data are transmitted in 
streaming data form throughout the entire system, 
which reduces the latency compared with batched 
data. Subsystems that involve real time are 
conducted in memory to avoid the large latencies 
potentially caused by disk I/O. 

 

In the reported case study, the proposed system was 
applied to the Shanghai Tower. The peak picking method 
was adopted as an example in the test environment to track 
the latency of each main operation under different 
parallelism settings. The results can be summarized as 
follows. 

 

• In the test environment, the watermarking and 
trigger window calculations, the algorithm of 
converting the time-domain data of acceleration 
measurement points into power spectral densities 
and the process of extracting the first three order 
modal frequencies of each measurement point made 
the largest contributions to the overall latency. 

• The peak picking method example shows that the 
system can not only perform modal analysis of a 
single measuring point but also summarize and 
analyze the results of multiple measuring points, 
providing a reference for integrating SSI, RDT, or 
other more complex but effective parallel algorithms 
into the system in the future. 

• Even though the actual latency is related to the 

algorithm used, the total latency from data generation 
to data transmission to the web server is approximately 
only 200-400 ms, which indicates the excellent real-
time performance of the system. 
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