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1. Introduction 

 
In modern society, urban pipelines play an important 

role for matter and energy transmission. The third-party 
interference that mainly refers to civil construction, human 
intrusion and other interference account for 29.8% and 28% 
of all pipeline accidents in the United States (PHMSA 
2017) and Europe (EGIG 2018), and this percentage even 
reaches 68% in China because of the frequent civil 
construction (Zhang and Li 2018). Such a serious situation 
requires an effective real-time surveillance system to 
protect urban pipelines from the third-party threats. 

The passive measures are currently the most common 
methods of preventing the third-party interference, 
including placing warning boards and caution tapes or 
setting up one-call systems (Muhlbauer 2004). However, 
these passive measures highly depend on the support from 
constructors and lack effective restrictions on malicious 
behavior. To enhance the ability of active supervision, more 
techniques have been recently developed for real-time 
monitoring of pipelines subjected to external intrusions. 
Using the sound signals from microphones, Wan et al. 
design and test a system to recognize acoustic records of the 
road cutter based on support vector machine (SVM) (Wan 
and Mita 2009). Another study of acoustic monitoring 
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system is that of Jiang (Jiang et al. 2018), in which sound 
signals collected by fiber distributed acoustic sensing 
(FDAS) systems along pipelines are used for identifying 
third-party interference. The video/image monitoring 
system is widely applied in protecting city gate stations and 
other important infrastructures by the fixed cameras (Banu 
et al. 2017, Fernández et al. 2013, Zhang et al. 2015, Zhu et 
al. 2019). It can also be applied for prevention of third-party 
interference based on the image recognition results of aero-
photograph (Hausamann et al. 2005, Liu et al. 2014, Li et 
al. 2019), but the aircraft inspection is generally limited by 
weather condition and high buildings in the city. Vibration 
signals caused by the third-party interference can be 
recorded by optical fiber (Peng et al. 2014, Tejedor et al. 
2017, Sun et al. 2015, Tejedor et al. 2018, Wang et al. 2019, 
Wu et al. 2015), static sensing cable or multiple 
acceleration sensors (Sun and Wen 2013), which shows the 
superior ability of detecting and locating third-party 
activities. However, it is essential to excavate ground in the 
installation of the optical fiber and the sensing cable, which 
usually causes city traffic jams and expensive costs. By 
contrast, the employment of the multiple acceleration 
sensors has attracted attention recently for the convenience 
of layout. 

Due to the similarity of monitoring signals for ground 
vibration, the third-party interference surveillance system 
has a lot in common with the earthquake monitoring 
system. Actually, the earthquake monitoring systems have 
been set up for some important lifeline infrastructures, for 
example, gas facilities, to make earthquake emergency 
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responses (Ghatak et al. 2014, Makhoul et al. 2018). The 
wireless sensor network developed for earthquake 
monitoring is an excellent signal collection method that can 
also be applied to monitor the ground vibration due to third-
party activities (Bock et al. 2011, 2004, Fahmy 2016, 
Okada et al. 2004). However, more efforts are required for 
vibration signal recognition, because the types of the third-
party interference are diverse and the complicated urban 
environmental noise may make the recognition rate worse. 
The improvement of feature extraction methods and 
classification algorithms is desired for this specific 
application scenario. 

Based on ground vibration monitoring, this paper 
proposes a multi-time scale surveillance system for 
intrusion prevention of third-party threats on urban 
pipelines. The rest of this paper is arranged as follows: 
Section 2 presents the dataset acquired from field tests, in 
which the vibration signals of construction equipment and 
environmental noise are compared in time and frequency 
domain. Section 3 presents the subset differential parameter 
feature and the Mel frequency cepstral coefficient feature 
reconstructed by the principal component analysis. The two 
features are then compared with common vibration signal 
fatures by the analysis of the maximal information 

 
 

Table 1 Vibration record 

Third-party 
interference 

Distance between 
sensor and 

equipment (m) 

Duration (s) 
Traffic 
noise 

Pedestrian 
noise 

Road cutter 3*, 5, 10*,15,20* 1230 1130 
Excavator breaking 

hammer 
5, 10*, 15, 20*, 25, 

30*, 35, 40, 45 350 350 

No construction 
equipment N/A 670 87440 

 

*The sensors of the ranges with asterisks are placed on the 
manhole cover 

 
 

coefficient and the feature importance for feature selection. 
In the section 4, the different time scale classifiers are 
trained and combined for the best multi-time scale classifier 
combination. Section 5 proposes a voting strategy to 
combine the results from the two classifiers of section 4 and 
validates the proposed monitoring system. Finally, the 
conclusions are drawn in section 6. 

 
 

2. Field tests for ground vibration signals 
 
2.1 F eld tests 
 
Most urban pipelines are buried under the roads for the 

convenience of in-situ placement and medium 
transportation. The third-party threats on the pipeline are 
mainly posed by the road works exerted by excavator 
breaking hammers and road cutters. In the field tests, the 
vibration signals induced by the two construction activities 
are collected, as well as pedestrian noise and traffic noise 
representing the typical urban environmental noise. As 
presented in Figs. 1(a)-(d), the signals are acquired by 
piezoelectric accelerometers which are placed on the road 
surface and the manhole cover to investigate the effect of 
the site condition on the vibration signal transmission. An 
over 25-hour database with a sampling rate of 2 kHz is 
ultimately established to support the further research of 
surveillance system, and the record details are given in 
Table 1. 

 
2.2 Prel m nary compar son of v brat on s gnals 
 
The time series of the threat signals are first compared 

with the two kinds of noise signals, as plotted in Fig. 2. The 
amplitudes of the excavator breaking hammer follows a 
cyclical pattern that distinguishes it from the other collected 
signals. In terms of amplitude, the road cutter and the two 
types of the environmental noise are much lower than the 
breaking hammer. It indicates that the excavator breaking 

 
 

 
(a) Excavator breaking hammer (b) Road cutter 

 

 
(c) The sensor placed on the manhole cover (d) Traffic noise 

Fig. 1 Scenarios for collecting vibration signals
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hammer can be easily distinguished from the pedestrian 
noise and the traffic noise. However, due to the similarity of 
the time-series data, it is difficult to separate the road cutter 
signals and the traffic noise in time domain. 

Fig. 3 presents the vibration signals of the third-party 
interference and the environmental noise in frequency 
domain. For the excavator breaking hammer, the dominant 
frequencies concentrate around 580 Hz. There are several 
multiple peaks in the spectrum of the road cutter, the most 
obvious one of which is 550 Hz. The high-frequency 
components in the signals are caused by the short-duration 
strong impact of the excavator hammer and the road cutter 
on the ground (Zhang 2018). The main frequencies of the 
environmental noise are remarkably lower than those of 

 
 

 
 

construction vibration. Both the pedestrian noise and the 
traffic noise have peaks below 50 Hz, and attenuate 
significantly in the high frequency region. In short, the 
difference in high frequencies may form a crucial basis to 
identify the third-party interference under urban 
environmental noise. 

 
 

3. Feature extraction and selection 
 
Since the acoustic signals are short-time stationary, it is 

necessary to separate the records into samples before 
extracting the features. The specific method is to slide a 
fixed-size window on the time series and to take the 

(a) Excavator breaking hammer (b) Road cutter 
 

(c) Pedestrian noise (d) Traffic noise 

Fig. 2 Comparison of third-party interference and environmental noise in time domain 

(a) Excavator breaking hammer (b) Road cutter 
 

(c) Pedestrian noise (d) Traffic noise 

Fig. 3 Comparison of third-party interference and environmental noise in frequency domain 
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fragments within the window as samples. A hamming 
window function is employed to reduce high-frequency 
signals caused by segmentation. All the samples can be 
obtained by 

 𝑦௜(𝑛) = 𝐻𝑎𝑚(𝑛) × 𝑥[(𝑖 − 1) × 𝑑 + 𝑛],     1 ≤ 𝑛 ≤ 𝑠 (1)
 
where 𝑦௜(𝑛) is the 𝑛-th value of the 𝑖-th sample in 

time domain, 𝐻𝑎𝑚(𝑛) is the hamming window function, 𝑥 is the record to be divided, 𝑑 is the distance of each 
sliding and 𝑠 is the size of window. 

This section proposes a new feature called subset 
differential parameter to reflect the volatility of vibration 
signals. The Mel frequency cepstral coefficient (MFCC), 
which is a classical feature in speech recognition, is 
calculated and processed by principal component analysis 
(PCA) to obtain the frequency characteristics of vibration 
signals (Martínez and Kak 2001, Zheng et al. 2001). The 
two features are then compared with the common features 
of vibration signal by the analysis of the maximal 
information coefficient (MIC) (Reshef et al. 2011) and the 
feature importance ranking. 

 
3.1 Subset d fferent al parameter 
 
The subset differential parameter feature is proposed to 

provide an indication of the volatility between the two 
consecutive samples. As shown in Fig. 4, the calculation 
process can be divided into the following five steps: 

 

(1) Dividing the two time adjacent samples into 2 × 𝑤 
subsets (the 𝑤 is usually set to a constant between 
10 and 100); 

(2) Calculating the mean value of each subset (𝑉ଵ௤ and 𝑉ଶ௤); 
 
 

 
 

(3) Obtaining 1 × 𝑤 difference values (𝐷𝑖𝑓𝑓௤) by 
calculating the differences between the 
corresponding subset mean values of the two 
samples; 

(4) Calculating 1 × 𝑤 absolute values (𝐴𝑏𝑠௤) of the 
difference values; 

(5) Summing the absolute values to get the subset 
differential parameter feature. 

 
Figs. 5(a)-(b) present the subset differential parameter 

features of 0.5 s samples and 8 s samples under the four 
conditions. Compared with the results obtained by 0.5 s 
samples, the subset differential parameter features of 8 s 
samples have better performances in detecting third-party 
threats. 

 
3.2 MFCC-PCA feature 
 
MFCC ൴s a feature ൴n the frequency doma൴n based on 

mechan൴sm of human hear൴ng, and the calculat൴on process 
of MFCC ൴ncludes the follow൴ng steps. 

 
(1) Pre-emphasis processing is first required to boost 

the high-frequency performance of the sample. The 
sample are processed by a pre-emphasis filter that 
can be expressed as 

 𝑝(𝑛) = 1 − 𝛼[𝑦(𝑛)]ିଵ (2)
 

where 𝑝(𝑛) is the sample to be filtered and 𝛼 is a 
constant generally set to 0.95. 

(2) The time series data are then converted to 
frequency domain by Fast Fourier Transform (FFT) 

 𝑃(𝑘) = 𝐹𝐹𝑇[𝑝(𝑛)] (3)
 
 
 

 
 

 

 
Fig. 4 Calculation process of subset differential parameter

(a) 0.5 s samples (b) 8 s samples 

Fig. 5 Subset differential parameter features in different time scales 
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where 𝑃(𝑘) is the amplitude at 𝑘  Hz, and the 
maximum value 𝑧 of the frequency 𝑘 is half of 
the sampling rate, which is 1000 in this paper. 

(3) The spectral energy of the sample can be obtained 
by 
 𝐸(𝑘) = [𝑃(𝑘)]ଶ (4)

 
(4) The energy spectrum in frequency domain is then 

filtered by the Mel filter bank, and the energy in 
each Mel filter can be calculated as follows 

 𝐺(𝑒) = ∑ 𝐸(𝑘)𝐷௘(𝑘)௞ୀ଴ ,   0 ≤ 𝑒 < 𝑀 (5)
 

where 𝐺(𝑒) is the 𝑒-th Mel filter energy, 𝐷௘(𝑘) 
is the filter function of the 𝑒-th bandpass filter and 
M is the total number of Mel filters generally taken 
as 12. 

(5) The logarithms of Mel filter energy in Eq. (5) are 
calculated 𝑎𝑛𝑑 𝑡ℎ𝑒𝑛 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 by the discrete 
cosine transform (DCT) for MFCC. MFCC can be 
expressed as 

 𝑀𝐹𝐶𝐶(𝑒) = ඨ 2𝑀 ෍ 𝑙𝑜𝑔[𝐺(𝑒)]ெ
௘ୀ଴ cos ቈ𝜋ℎ(2𝑒 − 1)2𝑀 ቉ (6)

 
where 𝑀𝐹𝐶𝐶(𝑒) is the 𝑒-th MFCC. 

 
The MFCC feature of every sample has 12 dimensions, 

which increases the complexity of recognition and reduces 
the response speed of the monitoring system. Therefore, the 
PCA method is applied to reconstruct the MFCCs with 
fewer dimensions while retaining enough information. In 
this method, the variance of the data is assumed to be 
positively correlated with the amount of information 
contained in the data. The main goal of this method is to 
find the orthogonal coordinate system with the largest sum 
of variances for each dimension, and the processing flow is 
presented in Fig. 7. Because the importance ranking in the 
Fig. 8 indicates the first three dimensions contain 71.2% of 
the information, the MFCC-PCA feature is finally defined 
as the first three dimensions of the MFCCs reconstructed by 
PCA. 

 
 

 
 

Fig. 8 Importance ranking of different reconstruction 
features

 
 
3.3 Feature select on 
 
Although the two new features presented in section 3.1 

and section 3.2 have been proven to be effective, it is still 
necessary to compare the two features with some common 
vibration signal features (Table 2) for an optimal feature 
combination. The feature that is too high related to other 
features is not able to bring additional useful information to 
recognition model, but complicate the classifier. Therefore, 
the maximal information coefficient is employed to exclude 
the redundant features. Features whose MIC are over 0.65 
are considered to be strongly correlated to each other and 
only one of them should be retained. The MIC in the Fig. 9 
indicates that the feature 2, 3, 6, 7 and 8 have a strong 
correlation, and only one of them should be selected as the 
feature combination. The subset differential parameter 
feature is eventually retained as the sum of its MIC is the 
smallest. 

The redundant features can be removed by the MIC 
method, however, the classification effects of the remaining 
features still need further investigation. The features 1, 4, 5, 
6, 9, 10, 11 and 12 are evaluated based on the contributions 
of the features to recognition rate. The evaluation method 
can be specifically described as follows: 

 
(1) Calculating the recognition rate 𝑅௔௟௟ of the 

classifier trained by all the features; 
(2) Calculating the recognition rate 𝑅௙௘௔௧௨௥௘ of the 

 
Fig. 6 MFCC calculation procedure

 
Fig. 7 PCA process
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classifier trained by the feature combination that do 
not contain the evaluated feature; 

(3) The change C of recognition rate is obtained by the 
Eq. (7) and processed by Eq. (8) to acquire the 
importance parameter of the feature. 

 𝐶 = 𝑅௔௟௟ − 𝑅௙௘௔௧௨௥௘ (7)
 
 

 
 𝜆௜ = 𝑙𝑛( 𝐶௜ − 1)∑ 𝑙𝑛( 𝐶௜ − 1)௞௜ୀଵ  (8)
 

where 𝜆௜ is the feature importance of the 𝑖-th 
feature and 𝑘 is the number of all features. 

 

As shown in Fig. 9, the sum of the importance 
parameters of the short-time zero-crossing rate feature, the 

 
 

Table 2 Features for comparison 
Number Feature category Feature Equation 

1 

Feature for time 
series data 

Mean Meant(𝑦) = 1𝑠 ෍ 𝑦(𝑛)௦
ଵ  

2 Standard deviation Stdt(𝑦) = ඨ∑ (𝑦(𝑛) − 𝑀𝑒𝑎𝑛( 𝑦))ଶ௦ଵ 𝑠 − 1  

3 Maximum Max(𝑦) = 𝑚𝑎𝑥( 𝑦(𝑛)) 

4 Kurtosis Kur(𝑦) = 1𝑠 ∑ (𝑦(𝑛) − 𝑀𝑒𝑎𝑛( 𝑦))ସ௦ଵ Std(𝑦)ସ  

5 Short-time 
zero-crossing rate 

𝑍𝑒𝑟𝑜(𝑦) = 12 ෍ | 𝑠𝑔𝑛[ 𝑦(𝑛)] − 𝑠𝑔𝑛[ 𝑦(𝑛 − 1)]|௦
௡ୀଶ𝑠𝑔𝑛[ 𝑥] = ൜ 1, 𝑦(𝑛) ≥ 0−1, 𝑦(𝑛) < 0 

6 Subset differential parameter* Details shown in section 3.1 

7 

Feature for 
frequency series 

Mean Meanf(𝑃) = 1𝑧 ෍ 𝑃(𝑘)௭
ଵ  

8 Standard deviation Stdf(𝑃) = ඨ∑ (𝑃(𝑘) − 𝑀𝑒𝑎𝑛( 𝑃))ଶ௭ଵ 𝑧 − 1  

9 Center of gravity Graf(𝑃) = ∑ 𝑃(𝑘)௭ଵ 𝑘∑ 𝑃(𝑘)௭ଵ  

10 MFCC-PCA dimension 1* 
Details shown in section 3.2 11 MFCC-PCA dimension 2* 

12 MFCC-PCA dimension 3* 
 

*The features with an asterisk are presented in this paper

 
Fig. 9 MIC between features
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Fig. 10 Importance parameter ranking of different features
 
 

subset differential parameter and the MFCC-PCA 
dimension 2 feature reaches 98.18%. Therefore, these three 
features are selected as the feature combination of further 
classifier training. 

 
 

4. Multi-time scale classifier training 
 
4.1 Random forest algor thm 
 
 

Table 3 Training set and testing set 

Third-party interference Range
(m) 

Training set/Testing set(s)
Traffic noise Pedestrian noise

Road cutter 3-20 230/900 230/900 
Excavator breaking hammer 5-45 70/280 70/280 
No construction equipment N/A 130/540 17490/69950

 

 
 

The random forest is a machine learning algorithm 
proposed by Leo Breiman and Adele Cutler (Breiman 
2001). The classifier trained by this algorithm can identify 
unknown vibration signals according to the information 
from the training sets. A random forest classifier consists of 
multiple decision trees (Pradhan 2013). Every decision tree 
identifies unknown vibration signals, and the result of the 
random forest model is up to the voting results of the 
decision trees. The training flow of decision trees is as 
follows: 
 

(1) Randomly generate 𝐴  sets TSଵ , TSଶ , … , TS஺ 
(𝐴 is equal to the number of the trained decision 
trees) by resampling based on Bootstrap method 
(Wu 1986) as the training sets of 𝑁 decision trees. 

(2) 𝑚 (an integer greater than 0 and less than the total 
number of features) features are first selected from 
all the features as the splitting feature selection set 
of the current node, and then the node of the 
decision tree is split with the best-performing 
feature in the selection set. 

(3) Each decision tree grows without pruning. 
 
4.2 Class f er tra n ng 
 
Based on the field tests in section 2, as presented in 

Table 3, there are 18220 s records for training set and 72850 
s records for testing set. The time scale of the classifier has 
a significant effect on the recognition effect, so it is helpful 
in selecting and combining the classifiers of different time 
scales. First of all, the 300 s records of different conditions 
from the testing set is divided into the training samples of 
0.1-10 s. The three features selected in section 3 are then 
calculated and combined based on the samples of different 
time scales. In the end, the feature combinations under 
different time scales are input into the random forest 
algorithm for the comparison of the recognition rates. 

In the Table 4, the combination of 0.5 s classifier and 8 s 
 
 

 

Table 4 Recognition rates of different time scale classifiers 

Time 
scale 1(s) 

Time scale 2(s) 
0.1 0.2 0.5 1 2 3 4 5 6 7 8 9 10 

0.1 70.9% 76.4% 78.0% 74.0% 75.1% 74.0% 75.7% 74.7% 75.6% 74.8% 79.7% 74.7% 74.9%
0.2  74.6% 79.7% 76.5% 76.7% 75.8% 77.2% 76.0% 77.1% 76.4% 81.1% 76.2% 77.1%
0.5   70.9% 76.9% 78.1% 75.3% 78.2% 76.6% 78.7% 77.4% 82.5% 76.9% 76.5%
1    62.5% 75.1% 72.0% 75.3% 74.3% 75.4% 74.4% 79.5% 74.1% 71.8%
2     73.3% 73.9% 75.8% 74.1% 75.8% 74.6% 79.8% 74.3% 75.0%
3      61.6% 73.0% 68.8% 73.6% 70.8% 77.1% 71.0% 69.8%
4       70.8% 73.0% 75.3% 74.1% 79.3% 74.4% 73.8%
5    *    66.3% 74.1% 71.8% 78.0% 71.1% 71.3%
6         73.3% 74.8% 79.0% 74.4% 76.0%
7          70.8% 78.8% 72.5% 72.9%
8           76.8% 78.3% 78.8%
9            69.1% 72.6%
10             61.3%

 

*The recognition rate result is symmetrical
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classifier reach the highest recognition rate. The wrong 
results that can be corrected by 8 s classifier account for 
39.86% of all errors in 0.5 s classifier, and 24.57% of 
mistakes in 8 s classifier are corrected by the 0.5 s classifier. 
The two percentages indicate that the complementation 
between the two classifiers can enhance the accuracy of the 
monitoring system. The 0.5 s and 8 s classifiers are finally 
trained by the training set based the conclusions of this 
section. 

 
 

5. Monitoring flow and testing result 
 
5.1 Mon tor ng flow 
 
Based on the two classifiers trained by the samples of 

0.5 s and 8 s, a flow for the pipeline third-party interference 
can be set up. As shown in Figs. 11 and 12, the flow is 
mainly followed by the steps: 

(1) Vibration signals collection — recording vibration 
signals by accelerometers placed along the 
pipelines. For built pipelines, it is a superior choice 
to lay sensors under the manhole cover. Generally, 
the distance between the two adjacent sensors 
should be set to 50 m. 

(2) Signal segmentation — obtaining samples by 
segmenting vibration records. The vibration signals 
collected by the accelerometers are segmented and 
windowed for 0.5 s samples and 8 s samples. 

(3) Identifying 0.5 s samples and 8 s samples — for the 
samples of 0.5 s and 8 s, calculating their three 
features mentioned in section 3 and identifying 
them by classifier 1 and classifier 2 respectively. 
Obviously, one result of classifier 2 corresponds to 
sixteen results of classifiers 1. 

(4) Voting for fusing classification results — fusing the 
sixteen results from classifier 1 and the one result 
from classifier 2 by voting, as presented in Eq. (9). 
The number of votes for each category is counted 

 
 

 
 

and the final result of the sample recognition is the 
category with the most votes. A result from 
classifier 2 is usually more valuable than a result 
from classifier 1 because of longer sample length. 
Therefore, it is obvious that the results from 
classifier 2 should have greater voting rights than 
the results from classifier 1. The parameter 𝐵௟௢௡௚ 
is added to the Eq. (9) to adjust the voting rights of 
different classifiers. This parameter should be 
greater than 1 for the importance of classifier 2 
votes, and cannot exceed the total votes of 
classifier 1 to avoid that the final result is 
completely determined by classifier 2. In this paper, 
the 𝐵௟௢௡௚  is set to 6 according to the testing 
results. 

 𝑁௩௢௧௘ = 𝑁௦ℎ௢௥௧ + 𝐵௟௢௡௚𝑁௟௢௡௚ (9)
 

where 𝑁௩௢௧௘ is the total number of votes obtained 
for a certain type of third-party interference or 
environmental noise; 𝑁௦௛௢௥௧  is the number of 
votes from classifier 1; 𝑁௟௢௡௚  is the number of 
votes from classifier 2. 

(5) Sending alarm — sending alarm by wireless 
network if the recognition result is a certain kind of 
interference over a period of time. 

 
5.2 Test ng result 
 
In this part, the testing set shown in Table 3 are used to 

address two issues of the surveillance system: the capability 
of the detecting threat vibration signals and the probability 
of sending wrong alarm under the most common urban 
noise condition. There are hence two radios proposed for 
evaluating the testing results, and recognition rate (𝑅) that 
represents the detectability is defined by 

 𝑅 = 𝑇௥/𝑇௔ (10)
 

 
Fig. 11 Monitoring flow

 
Fig. 12 Sample recognition procedure
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Table 5 Recognition rate of the monitoring system 

Third-party interference 
R of different noise 

Traffic noise Pedestrian noise
Road cutter 91.31% 100% 

Excavator breaking hammer 96.61% 96.61% 
Overall 93.96% 98.31% 

 

 
 

Table 6 False alarm rate of the monitoring system 

Rate 
F of different noise 

Overall
Traffic noise Pedestrian noise 

False alarm rate 0% 0.89% 0.45%
 

 
 

where 𝑇௥  is the number of the third-party interference 
samples detected by the system; 𝑇௔ is the total number of 
third-party interference samples. 

The false alarm rate (𝐹) which corresponds to anti-noise 
ability can be calculated by 

 𝐹 = 𝑇௣/𝑇௕ (11)
 

where 𝑇௣  is the number of the environmental noise 
samples causing false alarm; 𝑇௕ is the total number of the 
environmental noise samples. 

It can be seen from Tables 5 and 6 that the average 
recognition rate and the average false alarm rate of the 
monitoring system are 96.14% and 0.45%, which indicates 
that the proposed system can effectively prevent the third-
party interference around the pipeline under the pedestrian 
noise and the traffic noise. 

 
 

6. Conclusions 
 
Third-party interference has become the most common 

cause of underground pipeline accidents in recent years. 
Following the process of “signal collection—feature 
extraction and selection—multi-time scale identifying—
combining results by voting”, this paper proposes a multi-
time scale surveillance system for prevention of third-party 
threats. 

The working vibration of excavator breaking hammer 
and road cutter are collected as typical signals of third-party 
interference. Two kinds of noise signals induced by 
pedestrian and traffic are also recorded to simulate common 
urban application scenarios. 

The three features including the classical short-time 
zero-crossing rate, subset differential parameter and MFCC-
PCA are used to depict the differences between interference 
signals and noise signals. The crucial part of the 
surveillance system consists of the two classifiers trained by 
0.5 s samples and 8 s samples respectively. Whether the 
system sends an alert or not is up to the voting results of the 
two classifiers, which contributes to enhance the accuracy 
of system. 

In the test, the detected threats account for 96.14% of all 
interference events, while only 0.45% of the noise records 

causes false alarms. Therefore, the proposed system can 
effectually prevent the third-party interference and is 
promising in contributing to urban pipeline protection. 
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